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Change History
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Ver

Date

Author

Remarks

Draft

10-08-2021

JioSign Team

Draft Document

0.1

18-08-2021

JioSign Team

1.
2.
3.

Gateway API Details
Error Codes updated in separate excel file.
Added endpoints for api access.

0.2

19-08-2021

JioSign Team

All the Integration Url should have 8443 port in the base url.
Correction in http method and minor input and output changes of
APIs.

0.3

24-08-2021

JioSign Team

Added steps needed to decrypt the session token downloaded from
JioSign Portal.

0.4

08-09-2021

JioSign Team

Added Mac Id is header of request.

0.5

30-09-2021

JioSign Team

Changed the jiosign portal url
Modified new Ul images.

0.6

21-03-2022

JioSign Team

BN P

Added new field in Audit Trail APl output.
a. trails.identifier

Removed following attributes Audit Trail API output.
a. trails.userPhone
b. trails.userEmail

0.6.1

17-05-2022

JioSign Team

Added new API for download Audit Trail PDF.
Modified output of Get Audit Trail API to return OTP entered by user
in meta-attribute and few additional attributes.

0.7

01-06-2022

JioSign Team

1. Modified Document — Create api

a. Added new “doc-owner” attribute in request body.
2. Modified Document — Save Data api
a. Notification array will be mandatory in input
b. Added new notification types —6/7/13
c. Added enable attribute for notification types

Added Document Sign/Decline workflow api.

4. Modified Document — Get Data

a. Added creatorld attribute in the response.
5. Added Get Participant Status api to provide list of participants with
signing status in a document.
Added Get Card Details api to provide card details.
Added Delete Participant api.
Added Document finalization workflow API.
Added appendix section for certificate and card coordinates
references.
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0.8

13-09-2022

JioSign Team

Releasing Version 1.1 for RP APIs. Added below features.

1) Document owner can upload supporting documents

2) User can upload signature/initial images and provide name to be used
in document signing.

Below is the Change history for Minor Version upgrade:
1. Modified Document — Save Data api
a. Settings array will be optional in input
b. Added new settings type — 22
c. Added enable attribute for settings type
2. Added Document — Save Supporting document api
3. Modified Document — Get Data api
a. Added docType in response.
4. Updated Sign/Decline api workflow to upload signature/initial
image and name.

0.9

16-12-2022

JioSign Team

Releasing below features in Version 1.1:
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1. Modified Document — Save Data api

a. grpSettings array will be optional in input

b. Added new grpSettings type — 24

c. Added enable attribute for grpSettings type
2. Modified Document — Get participants status API

a. Added randomUuid in response.
3. Added Document — Save callback url api

1.0

05-01-2022

JioSign Team

Releasing below features in API Version 1.1:
1. Updated the algorithm for token decryption.
2. Modified Document — Save Callback URL
a. Added retry mechanism
3. Modified Document — Save Data api
a. grpSettings enable value changed to 0/1
4. Modified Document - Save CallBack Url
a. Updated the endpoint from /document/callback to /callback

11

09-02-2023

JioSign Team

Releasing below features in API Version 1.1:
1. Modified Document — Save Data api
a. Added “Document Signer” as a new signature method with
assurance level as 6
b. Added a card Type=10, this card type is to be selected for the
signature method as “Document Signer”.
2. Added Bulk Sign Workflow in section 5.2.6.
3. Modified Document - Save CallBack Url api
a. Updated the endpoint from /document/callback to /callback
b. Updated the request body to support the callback url
registration for the bulk sign process.

1.2

09-03-2023

JioSign Team

Releasing below features in API Version 1.1:
1. Modified Document — Save Data api
a. Added “signOrderType” for Grouped Signing Order.
b. Removed card limit of 20 for ‘e-Signature’ signature method.

1.3

12-04-2023

JioSign Team

Releasing below features in API Version 1.1:
1. Modifies Document — Bulk Sign Status API
a. Added “status” filter as non-mandatory field.
2. Changed tab name from “API token” to “Integerations” in profile page.

14

27-07-2023

JioSign Team

Releasing below features in API Version 1.1:
Increased the email length limit from 50 chars to 320 chars.

1.5

07-11-2023

JioSign Team

Releasing below features in API version 1.1:
1. Bulk DSC Sign Workflow API’s
2. Multicard support for DSC Signing

1.6

05-01-2024

JioSign Team

Releasing below features in API version 1.1:
1. Modified Document - Save Data API:
a. Added attributes ‘autoLocateCards’, ‘participantTag’ & ‘cTag’
in the request payload to support automatic card placement
feature for signature cards based on text-tags.

1.7

05-02-2024

Jiosign Team

Releasing below features in API Version 1.1:
1. Modified Document — Save Data API:
a. Added “Pan Verification Setting” as a new setting for
participants.
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1.8 01.04.2024 JioSign Team Releasing below features in API Version 1.1:
1. Added use template api.
2. Added sign initiate api for “Nesl” signature method.
3. Modified Get Participant status api to display neslEsignLink and
neslError.
4. Added callback based redirection upon signing/declining document.
1.9 17.06.2024 JioSign Team Releasing below features in API Version 1.1:
1. Modified Document - Save Data API:
a. Added new card types for document signing called as 'system
cards'
2. Modified Document — Sign/Decline Workflow API:
a. Added attribute ‘title’ in step 4 in request payload.
3. Added Document- hard delete documents API to delete draft and
signed documents in bulk.
2.0 07.08.2024 JioSign Team Releasing below features in API Version 1.1:
1. Modified Document- hard delete documents API:
a. Updated document deletion scheduler logic
2. Modified Document — Sign/Decline Workflow:
a. Added support for signature/initials image generation in
step 4 [Sign/Decline API].
2.1 16.09.2024 JioSign Team Releasing below features in API Version 1.1:
1. Modified Document — Save Data API:
a. Added “Capture Signee Location details” settings type-23 as
a new setting for participants
2. Modified Document Sign/Decline workflow to capture signee
location:
a. Added attribute “loc” in Step 1.
3. Modified Document Bulk Sign workflow to capture signee location:
a. Added attribute “loc” in Bulk Sign initiate API
4. Added attribute ‘documentName’ in Use template API to allow users
to set document name as per their convenience.
2.2 22.10.2024 JioSign Team Releasing below features in API Version 1.1:
1. Modified Document — Save Data API:
a. Added “Additional Signing method” as a new setting for participants.
b. Added new card types for document signing called as ‘custom cards’.
2. Modified Document — Sign/Decline Workflow API:
a. Added attribute “fullName” in Step 4.
b. Added attribute “mobile” in Step 4.
c. Added attribute “text” in Step 4.
d. Added attribute “customimg” in Step 4.
e. Added attribute “date” in Step 4.
2.3 11-12-2024 JioSign Team Added specification —
If access level is “2” then assurancelLevel should be “-1” in the participant
bean.
5.2.3 point 11.
2.3 19-03-2025 JioSign Team Releasing below features in API Version 1.1:

Added new APIl: Document - Save Data for Merged PDF which is an
extension of save data APl that merges multiple pdf documents and
processes the same functionality as that of save data APl on the merged
pdf file.
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2 APl Endpoints

Environment

Integration
Production/Live

JioSign Portal Integration

JioSign Portal Live

3 APl Constants

Category

Code

TYPE
API
API

Portal
Portal

Endpoints
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rpapi-sit.jiosign.jio.com:8443

Will be shared once integration testing is done by RP
(Relying Partners a.k.a APl Consuming Systems).
https://demo.jiosign.jiolabs.com/

Will be shared once integration testing is done by RP

(Relying Partners).

Meaning

Description

Participant
Access Level

Participant
Identifier Type

Card on Page
(for signature
card placement)

Card Type

10

22

Signer

Viewer

Email

Mobile

Only on one page of
document.

On All the page of document.

Initials

Signature

Document Signer

Signature without date &
name

Participant who can sign the
document.

Will receive All Signing Collected,
Automated Reminder
notifications if opted in.
Participant can only view the
document.

Will receive final signing
notifications if opted in.

Type of contact is email for given
participant while document data
save.

Type of contact is phone for
given participant while
document data save.

Only on the page number which
is passed in the request.

Only on one page.

Card will be applied to all the
page on same coordinates.
Coordinates can’t be different on
different page.

Initials card, user’s initial along
with date and name from JioSign
system will be picked and
applied on this card location.
Signature card, user’s signature
along with date and name from
JioSign system will be picked and
applied on this card location.
Document Signer card, If the
signature method is “Document
Signer” then only this card has to
be added.

Signature card, user’s signature
from JioSign system will be



23

24

25

26

12

13

14

15

16

17

Initials without date & name

Signatory name

Signing Date

Signatory designation

Organisation Name

Full Name

Mobile

Email

Date

Text

JioSign API Specification

picked and applied on this card
location. This type is only
allowed when eSignature signing
method is selected.

Initials card, user’s initials from
JioSign system will be picked and
applied on this card location.
This type is only allowed when
eSignature signing method is
selected.

Signatory name, user’s name
from JioSign system will be
picked and applied on this card
location. This type is only
allowed when eSignature signing
method is selected.

Signing Date, user’s Signing date
& time will be picked and applied
on this card location. This type is
only allowed when eSignature
signing method is selected.
Signatory designation, user’s
designation/title from JioSign
system will be picked and
applied on this card location.
This type is only allowed when
eSignature signing method is
selected.

Signatory Organisation Name,
user’s organisation name will be
captured in JioSign system as
provided by the signatory during
signing.

Signatory Full Name, user’s full
name will be captured in JioSign
system as provided by the
signatory during signing.
Signatory Mobile number, user’s
mobile number will be captured
in JioSign system as provided by
the signatory during signing.
Signatory Email, user’s email id
will be captured in JioSign
system as provided by the
signatory during signing.
Signatory date, user’s date will
be captured in JioSign system as
provided by the signatory during
signing.

Signatory custom text message,
user’s text message will be



18

21

Notification 1
Type

Designation

Image

Document Finalization

Notification

Each Participant Signing
Notification.

Automated Signing Reminder
Notification

Document Decline
Notification

Invitation Notification

JioSign API Specification

captured in JioSign system as
provided by the signatory during
signing.

Signatory designation, user’s
designation will be captured in
JioSign system as provided by
the signatory during signing.
Signatory image, user’s image
will be captured in JioSign
system as provided by the
signatory during signing.

Once all the participant signs this
notification is initiated.

It can be set for Viewer, Signer
access types.

Document owner can set this
notification to receive
notification for each participant
signing.

It can be set for Document
Owner.

Document owner is the user
who is owning the document. It
can’t be changed.

Based on defined frequency
automated notification reminder
is sent to participants.

It can be set for Signer access
types.

Frequency Unit and Frequency
Value is mandatory for this
notification type.

JioSign Default notification,
which is sent to all participants, if
any signatories has declined to
sign the document.

Now RPs can enable/disable this
notification by passing input in
the request.

Mandatory for Document
Owner, Document Creator, and
All Participants.

JioSign Default notification,
which is sent to all the
participants, who has been
invited to sign/view the
document.

Now RPs can enable/disable this
notification by passing input in
the request.



13 Document Upload
Notification
Frequency Units | 1 Days
Assurance Level | 2 Virtual Signature
3 DSC Token
4 E-Signature
5 Aadhaar eSign
6 Document Signer
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Mandatory for All Participants.
JioSign Default notification,
which is sent to the document
owner/creator when document
is uploaded in JioSign system.
Now RPs can enable/disable this
notification by passing input in
the request.

Mandatory for Document
Owner and Creator.

Daily automated notification
This is an alternate signature
method for E-Signature.

This assurance level can’t be
combined with other two
methods defined below.

If virtual signature assurance
level set in request than all the
participants should have same
method set otherwise API
returns error.

Multiple cards per participant is
allowed.

Combination of 3 and 4 is
allowed in request for
participants.

Multiple cards per participant is
allowed.

Combination of 3 and 4 is
allowed in request for
participants

Multiple Cards per participant is
allowed.

Combinations are not allowed.
Multiple cards per participant is
allowed.

Combination of 2, 3,4 and 6 is
allowed in request for
participants.

This signature method can only
be used by Document owner or
Document creator to sign the
documents.

This signature method can be
used to sign the documents by



Document
Envelop (Group)
Status

Audit Events
Eventid

Document User
Type

Participants
Status for given
Document

10

11

14

Active

Delete

InProgress

Complete

Created Document or Group
Document Download

Signed Document

Added as Signatory

Deleted participant

Added as Viewer

Decline to Sign

Viewed Document
Document Owner
Document Participant

Document Creator

Ready for signing

Signing Complete

Deleted by Participant

Draft
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generating access-token from
JioSign Portal.

Document Upload is done and
waiting for participants
signatures.

Document is marked as deleted
and won’t be accessible to
anyone.

Document upload is in progress.

Document will not be visible to
any participant other than
document owner and document
creator.

All participants have signed the
document and document is
locked for further signing or
modifications.

Events captured for group
create.

Once participant downloads the
file.

Captured on signature events by
participants.

On addition of participants for
given document.

On deletion of participants for
given document.

On addition of participants as
viewer for given document.
Once participant has declined to
sign.

On participant viewing document
in portal.

Owner for document.
Participant of document.
Document Creator who uploads
the document.

Signing Invitation is shared with
Participant. They can sign
document.

Participant has completed
document signing.

Participant has deleted
document from his Login,
document will be visible to
another participant.

Document is in draft status;
Document Creator has not
completed all the steps.



Signing API
Authentication
Type

Signing Action
values

Settings Type

Group Settings
Type

Group Settings
Enable

101
102
22

133

23

25

0

Sign Waiting

Document Declined

Email

Mobile

Signing
Decline
Show Supporting Documents

Signatory Pan Verification

Capture Signee Location

Additional Signing method

Show Signing Comments

Disable

Enable
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Document Owner/Creator has
set signing order, and user
signing turn has not come. This
status will change to ready to
sign once previous participant
signs the document in signing
order.

Participant has declined
document.

If participant is signing using
email.

If participant is signing using
phone.

Signing the document

Decline to sign the document.
This is participant level settings
to show them supporting
documents in JioSign portal.
Document Owner/Creator can
disable this setting. By default, it
is enabled.

This is participant level setting to
enable pan card verification for a
signatory before signing the
document. Document
Owner/Creator can enable this
setting. By default, it is disabled.
This is participant level setting to
Capture the Signee Location in
JioSign portal. Document
Owner/Creator can enable this
setting. By default, it is disabled.
This is participant level setting to
additional signing method for a
signatory before signing the
document. Document
Owner/Creator can enable this
setting to the participants. It is
disabled to Document
Owner/Creator.

This is group level settings to
show the signing comments
option to participants. Document
Owner/Creator can disable this
setting. By default, it is enabled.
Value 0 is for disabling the
signing Comment

Value 1 is for enabling the
signing Comment



signOrderType

authType

Source
Action

autolLocateCards
(*Note : If
parameter is not
found in request by
default it will be 0)

cTag

(*Note : If
parameter is not
found in request by
default it will be 0)

sigView

2

Group Signing order and all
signatories must sign

Grouped Signing order, one
signatory from each group
must sign

Email

Mobile Number
DSC Sign

Sign Document
Hash Generation
Decline Document
Enable

Disable

Enable

Disable

Signature/initials images
required [Existing Behaviour]

Auto-generate
signature/initials Image
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DO/DC can assign the same
signing order to multiple
participants. For the document
to get completed, all the
signatories must sign. For

e.g. Participant 1,2 are assigned
to signing order 1, Participant
3,4,5 to signing order 2 and so
on. All these participants must
sign the document.

DO/DC can assign the same
signing order to multiple
participants. For the document
to get completed, only one
participant from each signing
order must sign. For

e.g. Participant 1,2 are assigned
to signing order 1, if participant 2
has signed the document first
then participant 1 will be
become viewer.

Email Id

Participant Mobile Number
Sign Using DSC

Sign Document

Hash generation request
Decline the document
Document will be searched for
text tags to auto-place cards.
Document will not be searched
for text tags to auto-place cards
(i.e. normal flow will happen.)

Card that needs to be auto-
located based upon the text tags
added in the document.

(*Note: If autoLocateCards = 1 then
cTag should be 1.)

All the required card details are
provided and no automatic card
placement is required.

(*Note: The card structure will remain
as a normal card parameter)

Uses the existing workflow.
User has to upload
signature/initials image in the
request and it will be used as-is
while signing the document.
APl automatically generates a
new signature/initials image



fontVal

mandatory

family

fontSize
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0

8,9,10,11,12,14,16,18,

Default
mandatory

Non-mandatory

Default Font

Roboto

Roboto Bold

Roboto Italic

Roboto Condensed Regular
Roboto Condensed Bold
Roboto Condensed ltalic
Open Sans Regular
Open Sans Bold

Open Sans ltalic

Oswald Regular

Oswald Bold

StyleScript

Default font size
Allowed font size range

20,22,24,26,28,36,48,72

4  Gateway Authorization API

4.1 APl Gateway Session
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from the signatory name
provided in request.

Currently JioSign supports only
default font value.
Card data needs to be provided
in request.
Card data is optional in request.
FontBasic

Roboto Regular

Roboto Bold

Roboto Italic

Roboto Condensed Regular

Roboto Condensed Bold

Robato Condensed Italic

Open Sans Regular

Open Sans Bold

Open Sans ftalic

Oswald Regular

Oswald Bold

StleSed Regular

Default font size
Allowed font size range

API provides authorization token, which is required for opening the channel to initiate System
to System call.

This is the first step to be executed before starting consumption of JioSign API described latter
in document. Token is valid for stipulated time if it expires then RP system needs to generate

new authorization token.

AP| Endpoints

Http Method
POST

Input

URL

https://{FQDN}/token

# Request Body Type

Parameter
1. grant_type

Output
Success Output:

String

Length

18

Note
Refer {FQDN} in EndPoint section
above.

Mandatory Sample Description

Y client_credentials Require to generate token based

on client and secret.
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# Parameter Type Length Mandatory Sample Description
Array[]

1. access_token  String 36 Y e9b3f25d-cae7- Access Token to be used for JioSign
3d98-bd38- API calls
1f15e792f990

2. scope String 28 Y am_application  Access Scope.
_scope default

3. token_type String 6 Y Bearer Token type

4. expires_in Numbe NA Y 3600 Value is in Second.

r
Sample Error Outputs

Token API Error Structure:

{

"error_description"”: "Client Authentication failed.”,
"error": "invalid_client"
}

API Invocation Error Structure:

<ams:fault xmlns:ams="http://wso2.org/apimanager/security”>

<ams:code>Code</ams:code>

<ams:message>Message</ams:message>

<ams:description>Description</ams:description>

</ams:fault>

APl Request Headers

# Parameter

1. Content-Type

2. Content-Length

3. Authorization

5 JioSign API

Type

String

Integer

String

Length

NA

Mandato Sample

ry

Y application/x-
www-form-
urlencoded

Y 29

Y Basic <value>

Description

Content Type of api, will

always be application/x-www-
form-urlencoded

Content length value should always
be 29.

<Base64-encoded-
client_key:client_secret>

Client key and Secret will shared
during the system onboarding
process.

JioSign RP (Relying Partners) API is having two main categories 1) Session Management 2)
Document Management. These APls are described below in separate sections.




51

511
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Session Management API’s
These are sets of APl which is provides features like validating user and generating valid token
for JioSign API calls.

Note: Authorized user needs to login to JioSign portal with their Business Account registered
email-id/phone and download encrypted token from their profile section. Refer Appendix B
for certificate creation.

Session — Getting APl Token
Authorized user needs to login to JioSign portal (EndPoint) with their Business Account
registered email-id/phone and download token file from their profile.

Note: Downloaded token data is encrypted with public key which was shared during
Business Account on boarding. RPs would need to use respective private key pair to decrypt
the data.

Below steps will guide RPs on how to get the token from JioSign portal and retrieve the
tokens from encrypted data.

1) Before login, please ensure that account which is getting used for login is already linked
to Business Account and API feature is enabled. Otherwise, you will not find below
mentioned functions in portal. If API feature is not visible, then please contact JioSign
Team.

2) Login to JioSign Portal.

Accelerate your
Business with Sign in/ Sign up

JioSign :\
9 ~ ' *Mobile number / Email ID
Most Canvenient, Fastest and
Secure Digital Signing Solution ‘ I - A
1 A

[ 8

Bullc Signing options Add multiple participants Secure

Terms and Conditions Privacy Policy FAQs Send Feedback About JioSign Copyright @ 2021 Jio Platforms Ltd. All rights reserved.

3) After login to JioSign portal, from the top right menu switch the profile to Associated
Business Account.
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C/) Jiosign Dashboard View Documents User Name & iV

New Org Testing

Received View all = Sent View an =
6 44 8 40
Waiting for my sign Signed by me Waiting for athers Completed

Drag and drop your document here

£ Upload Document

My Updates FAQs View all =
@ Update your profile What is JieSign. What does it offer?
@ Add your signature and initial Why should | use JioSign? What are the benefits?
Terms and Conditions Privacy Policy FAQs Send Feedback About JioSign Copyright © 2022 Jio Plstforme Ltd. All rights reserved.

4) Click on Profile link on menu. Check below screen with green tick marks.

C/) JioSign Dashboard View Documents New Org Testing v ] ™,

View Profile »’
Received Viewall = Sent View all =
.

Logout (@]
0 0 2 0

Waiting for my sign Signed by me Waiting for others Completed

Drag and drop your document here

< Upload Document

My Updates FAQs Viewall =
@ Update your profile What is JicSign. What does it offer?
@ Add your signature and initial Why should | use JioSign? What are the benefits?
Terms and Conditions. Privacy Policy FAQs Send Feedback About JioSign Copyright ® 2022 Jio Platforms Ltd. All rights reserved.

5) In Profile page, click on the “Integrations” tab. You can download token using “Generate
and Download API Token” button. It will download file containing token data. The
format of file is json.
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& JioSign Dashboard View Documents ~ “ORGp12 v [o] v

g8
B
(o
(o

(o

Welcome
Dashboard . *10 JioSign.

Your default view is: [
Document Drafts

Set this account as your default view

All
Received Information Signatures Contacts Manage Users Manage Groups Integrations
Sent API access token
Completed

6) Below the “Generate and Download API Token” button, you will see a table auto
populated, which will show the token details of your previous latest downloaded json
file. The Session token validity which needs to be used in consuming API’s is 24 hours. RP
needs to refresh the token before it expires and rtoken: Refresh Token is to be used for
extending session token validity. The validity details for both tokens are displayed as
follows:

APl access token @

Generate and Download API Token

Token Generation Date & Expiry Date &
User ID Session ID Status
details time time
—— OPt1vNe9XLvI67GTJUKTtdBlyo= Token el AR Active
JES 17:41:37 17:41:37
2024-07-05 2024-07-06
8nbMbos4mKHYGt6UbNrzD9yAOPM= | R Tok Acti
paTRR hzD X 17:41:37 18:41:37 cave

7) Ison file details.
a. Attributes and Description
i. Key— This attribute has key, using which “data” attribute value is
encrypted.
“Key” value is encrypted with public key which was shared during
initial onboarding. You would need private key pair to decrypt this value.
ii. Data— This attribute has encrypted data which contains AP| Session
Token (token) and Refresh Token (rtoken). It is encrypted using
decrypted “Key” value specified above.
8) Follow below steps to get the data from the json file.
a. Stepl: Getting the key for data decryption
i. Base64 Decode the value present in “key” attribute.
ii. Use Private Key pair of Public key which was shared as part of initial
Business Account onboarding.
iii. Decrypt the value inside “key” attribute using the private key using
"RSA/ECB/PKCS1Padding".
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iv. Output of step (iii) will be decrypted key, which needs to be used for
decrypting “data” attribute value. Follow below Step2 for decrypting

data.

b. Step2: Getting the token and rtoken value
i. Base64 Decode the value present in “data” attribute.

Decrypt the value inside “data” attribute using decrypted key received in
Stepl = (iv) using “AES/ECB/PKCS5Padding”.

c. Attributes and Description

i. token: JioSign API Session token which needs to be used in consuming
APl’s e.g. Create Document Save Document Data etc.
Validity is 24 hours. RP needs to refresh the token before it expires.
ii. rtoken: Refresh Token to be used for extending session token validity.
Session token can only be extended before their expiry, please ensure
that you call it before Session token expires.
Validity is 24 hours. RP needs to use valid refresh token to get new

token.

5.1.2 APl Request Headers

# Parameter Type

1. Ip-Address String
2. Content-Type String
3. Txn String
4. Token String
5. Rtoken String
6. Authorization String

5.1.3 Session - Refresh Token

Provides new JWT token based on issued refresh token and valid token.

Details

Length
11
NA

16

NA
NA

NA

Mandator
y
Y

Y

CM

Sample

192.222.112.12
2
application/json

1123-3223-
4333-2344

Bearer <value>

Description
IP Address of the user system

Content Type of api , will be
application/json

RPs needs to generate
transaction id send in the
request. Uniqueness of txn
should be RPs system, JioSign
does not have any validation of
uniqueness.

Valid token received during
session creation.

Only required for refresh
token api.

Token created during Gateway
Authorization.

Check Section Gateway
Authorization Section

o API will take the refresh token (rtoken) and token (token) in header.
o Both Token should not have expired, otherwise APl will return error.
o If all condition is satisfied, then API will issue following in response.
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= token — New Session token, to be used in API call
= rtoken — New Refresh token to be used in next refresh token call.

APl Endpoints

Http URL
Method

GET https://{FQDN}/session/v1.1/token

Input

# RequestBody Type
Parameter

1. NA
Output

Outputl:

# Parameter Type
Array(]

1. Errcode String

2. Message String

Output2: Success

# Parameter Type

1. Token String

2. Rtoken String

5.1.4 Session —Logout

Details

Note Output Format

Refer {FQDN} in application/json

EndPoint section

above.
Length Mandatory Sample Description
Length Mandatory Sample Description
11 Y JDSH-LO-100 Error code of request.
20 Y message Message describing the reason of
failure.
Length  Mandatory Sample Description

NA Y

NA Y

JWT token will be for API calls.

Refresh token to be
refreshing new JWT.

o Used for session invalidation in JioSign System.

o Session invalidation can be only done for token which are not expired.
o Token is passed as part of request header.

o If expired token is sent APl will return error back.

APl Endpoints

Http URL
Method

Note Output Format

used for



DELETE
Input
# Parameter Type
1. NA
Output
Outputl: Error
# Parameter Type
Array(]
1. errcode String
2. message String
Output2: Success
# Parameter Type
1. message String

5.2 Document Management API’s

Length

Length

11

Length
50

https://{FQDN}/session/v1.1/logout

Mandatory

Mandatory

Mandatory

Y

Refer {FQDN} in
EndPoint section
above.

Sample

Sample

JDSH-LO-100

message

Sample

message

JioSign API Specification

application/json

Description

Description

Error code of request. Check
error code for structure
details.

Message from API

Description

Message from API

Below are the set of APIs which can be used for document related operation, like create
document, create document data, delete, get, get original file, get signed file, document
signing, bulk sign, Get Participants, Get Cards.

5.2.1 API Request Headers

# Parameter Type

1. Ip-Address String
2. Content-Type String
3. Token String
4, Txn String
5. Mac-Ild String

Length

11

NA

NA

16

Mandator

y
Y

Y

Sample

192.222.112.1
22
application/jso
n

1123-3223-
4333-2344

01:23:45:67:8
9:AB

Description
IP Address of the user system

Content Type of api, will be

e application/json

e multipart/form-data

JWT token created and shared in
JioSign Portal or refreshed using
Session Management API.

RPs needs to generate transaction id
send in the request. Uniqueness of
txn should be RPs system, JioSign
does not have any validation of
unigueness.

Mac Id of the calling system.



6. Authorization

7.

8.

5.2.2 Document — Create Envelop

and participant’s notifications.

action-token

access-token

String

String

String

NA

NA

c™M

CcM

Bearer <value>

JioSign API Specification

Token created during Gateway
Authorization.

Check Section Gateway
Authorization Section

Mandatory for following steps in
document signing API.

1. Document Signing Initiate Status
2. Document Signing Verify OTP

3. Document Signing

4. Document Signing Status

4. Document Finalization Status
Mandatory for following steps in
Bulk signing API.

1. Bulk Sign Initiate

2. Bulk Sign Status

API takes care of creation of document envelop. Document Envelop is top level entity
which will wrap all the attribute like file, participants (signatories), sighing cards for participants,

APl returns envelop unique id in response called groupld, which will be used by RPs to
query data back from JioSign System.

Details

A valid session needs to be there for the APl consumption.

API will create document envelop in JioSign system.

User who is creating the document can add the document owner, who will be owning that
document and managing it, in the request in case if the document owner is different than
document creator. If the user who is uploading the document is going to manage the
document, then there is no need to set the document owner in the request.

File, Participants, Cards needs to be created against this document envelop Id (groupld).
Integrating system needs to store this id for further operation on Document like getting

document/deleting/Signing document etc.

APl Endpoints

Http URL
Method

# Request Body

1.

POST

https://{FQDN}/docmgmt/v1.1/document

Input

Parameter
name

Type

String

Length

200

Note

Refer {FQDN} in

Output Format

application/json

EndPoint section

above.

Mandator Sample

y
Y

RentalAgg

Description

Name of the group to be
created.
Allowed Characters:



2. doc-owner String 320

Output

Outputl: Error

# Parameter Type Length
Array(]

1. errcode String 11

2. message String 50

Output2: Success

# Parameter Type Length

1. message String 50

2. groupld String 50

3. txn String 16
5.2.3 Document - Save Data

Http

Mandatory

abcd@ril.co
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-_.&a-zA-Z0-9 (), space

Document owner’s email or

m/91939231 phone number.

13

Mandatory Sample

JDSH-LO-100

message

Sample
Created
successfully.
1234

1123-3223-
4333-2344

If doc-owner is not provided in
the request, then document
creator will be the document
owner.

Description

Error code of request. Check error
code for structure details.

Message from API

Description
Message from API

Unique groupld/document envelop
Id created.

Unique transaction id for each
request.

It is not mandatory, it may be
present and may not be present

APl is used for saving document related additional data in JioSign system.

Details

API requires valid session.

Session creation can be created in JioSign portal.

Response will return the groupld (document envelop id), after saving all the required data

which is sent in APl input.
Content Type: multipart/form-data

AP| Endpoints

URL

Method

POST

https://{FQDN}/docmgmt/v1.1/document/data

Note

Refer {FQDN} in

Output Format

application/json

EndPoint section

above.


mailto:abcd@ril.com/9193923113
mailto:abcd@ril.com/9193923113
mailto:abcd@ril.com/9193923113

Input

# Request Body
Parameter

1. group
2. group.groupld

3. group.message

4. file

5. group.grpSettings
6. grpSettings.type

7. grpSettings.enable

8. group.signOrderType

Type

Object
String

String

Multipar
tFile
Object[]
int

int

int

Length

50

500

30 MB

Mandat
ory

=2

c™M

Sample

12312-
1233-123-
12

Please sign
or text.

NA

24

0/1

2/3
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Description

Id of the document
envelop/groupld created with
Document Create API.

This message will be part of signing
invitation mail to all participants.

Allowed Characters:
a-zA-Z0-9.,;:1?2){l@*/#%
A=~

Single file selected by user,
Maximum limit of 30 MB.
Group level settings

Defines what type of settings
owner/creator wants to set for
group.

Check API Constant section for
code description.

Settings Type=24 is to “Show
Signing Comments”. By default, this
setting is enabled, i.e., participants
of that group will get an option to
provide their signing comments
while signing the document.
Document Owner or Document
Creator can disable this setting by
sending enable=0 for that group.
Set enable to 1 if the grpSettings
type needs to be enabled for the
group, else set it to 0.

By default, this grpSettings type is

enabled.

Defines what type of signing order
owner/creator wants to set for the
participants.

signOrderType is required only if
grouped signing order is defined.
If there is no signing order or the
signing order is strict, i.e., only
single participant can be assigned
against a signing order and all the
participants must sign with their



10.

11.

12

13

14

15

group.participants

group.autolLocateCar
ds

participants.assuranc
elevel

. participants.idValue

. participants.idType

. participants.access

. participants
.signOrder

Object[]

int

String

String

Int

Int

Int

50

320

0/1

U s WwWwN
>

2,3,4,6

abcd@ril.c

om/919392
3113

1/2

1/2

1,2,3,4

-1- no sign
order
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respective sign order, then there is
no need to pass signOrderType.

Check API Constant section for
code description for grouped
signing order.

Participant Object which holds all
the participants which has been
added by document owner.
Should be passed as 1 if user wants
to do auto card placement.
Check API Constant section for
information related to allowed
values.

Selected signing method for
participant by document owner.

Check API Constant section for
code description.

Important Note:

2 — Alternate Signature method for
E-Signature.

3 — Multiple cards per participant is
allowed.

4 — Multiple cards per participant is
allowed.

5.Multiple Cards per participant is
allowed

6 -- Multiple cards per participant is
allowed. This signature method can
only be used by Document owner
or Document creator to sign the
documents.

“-1” — View Only (No Signatory)
Participant’s email or phone
number.

Type of value selected in “idValue”.
Check API Constant section for
code description.

Participant access level in
document signing process. If
participant is going to sign or
viewer.

Check API Constant section for
code description.

Signing order for a given
participant.

If no sign order, then send -1.


mailto:abcd@ril.com/9193923113
mailto:abcd@ril.com/9193923113
mailto:abcd@ril.com/9193923113

16.

17.

18.

19.

20.

participants.notificati
ons
participants.participa
ntTag

notifications.frequen
cy

notifications.freg_uni
t

notifications.notificat
ion_type

Object]]

Integer

Int

Int

Int

Cc™M

CM

CM

1,2,3,4,5..

1/2/3/4

1/2/5/6/7/
13
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For Grouped signing Order, check
signOrderType.
Notification Setting for participant.

When autolocateCards is enabled
and there are multiple participants
this field is mandatory. It should be
unique to differentiate participants
and auto locate cards to respective
participants based upon the text-
tags in document. Ex.
{{Signature-P<participantTag>}}

In case of single participants it is
not mandatory.

Reminder Frequency, value unit is
captured in freg_unit, whether the
value is 1 (Day)

Mandatory if notification type is 5.
Frequency Unit defines the
frequency value given in point#12,

Check API Constant section for
details.

Mandatory if notification type is 5.
Defines what type of notification
owner wants to set for participant.
Check API Constant section for
details.

RPs can now control default
notifications which JioSign system
sends, if RPs want to manage
notification on their own then they
can disable these default
notifications. Default Notification
Type 6, 7 and 13 are mandatory for
following cases:

6 - Mandatory for Document
Owner, Document Creator, and All
Participants.

7 - Mandatory for All Participants.
13 — Mandatory for Document
Owner and Document Creator.

Allowed Notification role wise:
Signer Role:
e Automated Signing reminder.
e All Signing Reminder
Viewer Role:
e All Signing Reminder



21. notications.enable

22. participants.settings
23. settings.type

Int

Object|]
Int

0/1

22
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Owner Role: (Additional)
e Each Sign Reminders

Set enable to 1 for the notification
type which has to be sent. If enable
is set to 0 then notification will not
be sent from JioSign.

Participant level settings.

Defines what type of settings
owner wants to set for participant.
Check API Constant section for
code description.

Settings Type=22 is to “Show
Supporting Documents”. By
default, this setting is enabled, i.e.,
participants will see the supporting
documents in JS portal uploaded by
owner. Document Owner or
Document Creator can disable this
setting by sending enable=0 for
that participant.

Setting Type=133 to enable “PAN
verification” setting for respective
signatory . If this setting is enabled
, then the signatory will be
mandatorily asked to verify PAN
through DigilLocker before signing
the document .

Settings Type=23 is to “Enable
Signee Location”. By default, this
setting is disabled, i.e., participants
will not see the capture location
feature in JS portal. Document
Owner or Document Creator can
enable this setting by sending
enable=1 for that participant. This
setting will always be enabled for
Document Owner or Document
Creator.

Settings Type=25 is to “Enable Asm
to participants”. This setting is
disabled to document
owner/creator. Asm is allowed only
to participants with email
identifiers. Document Owner or
Document Creator can enable this
setting by sending enable=1 for the



24.

25.

26.

27.

28.

29.
30.
31.

32.

33.

34,

35.

36.

settings.enable

participants.cards

cards.totalPage

cards.cardX

cards.cardY

cards.cardH
cards.cardwW
cards.unit

cards.cardColor

cards.cardType

cards.cardPageNo

cards.cardOnPage

cards.cTag

Int 1

Object[]

Int

Float

Float

Float
Float
String 50

String 50

Int 2

Int

Int

int

c™M

CM

CM

CM

CM
CM
CM

CM

CM

CM

c™M

0/1

123.2

121

23

pPX

#FRSRWY

1/2/10/22
/23/24/25
/26

1/2/3/4

1/2

0/1
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participants and then the
respective participant will receive
sign invite on the Asm mobile
number as well along with email.

Set enable to 1 if the setting type
needs to be enabled for the
participant else set it to 0.

Stores information related to
signature cards and their
coordinates for each participant.
Total number of pages in the
document.

X coordinate of the signature card
placement.

Refer Appendix A

Y coordinate of the signature card
placement.

Refer Appendix A

Height of signature card.

Width of signature card

Unit of cardX, cardY, cardH, cardwW
fields.

Default is px.

Colour of the card which needs to
be used for given user.
Hexadecimal code.

Type of card which is placed in Ul.
Card can be of these types.

Check API Constant section for
details.

Page Number on which card has
been placed.

If card need to be added on all
page or only on the value
mentioned on cardPageNo
attribute.

Check API Constant for more
details.

Check API Constant for information
related to allowed values.

For a card that needs to be
automatically placed on document
cTag should be 1, if cTag is 1 then
that card cannot be placed on
every page and cardOnPage value
will be made 1 from backend.



37. cards.mandatory

38. cards.family

39. cards.fontSize

Sample Input from API Client tool:

int

Int

Int

2 N 1/0
2 N 1/2
2 N 12/72

POST = https://rpapi-sitjiosignjio.com:8443/docmgmt/v1.0/document/data

Multipart 4 Auth

groupld

message

Il
=
1]

participants

T
o
T

g'onId|
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Sample card for cTag =1
il
"cTag™: 1,
"cardColox™: "#££f0000™
Fr

Sample card for cTag =0
{
"cTag™: 0O,
"cardTyvpe™: 1
"cardxX™: 28
"oard¥™: 497,
"cardH": 44,
"cardWw™: 105,
"totalPage™: 2,
"cardPageNo™: 1,
"cardCmPage™: 1,
rr#f

"cardColor™: 2d130™

Check API Constant for information
related to allowed values.

If mandatory is 1 then data needs
to be set for card.

Check API Constant for information
related to allowed values.

Check API Constant for information
related to allowed values.

Please sign the agreement before 20.08.2021
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“participants” section data:

- "idvalue”: "emall/phone™,

“"idType™: 1,
"access”: 1,
"signdrder™: -1,

"assurancelevel™: "4",

"notifications”™:
“frequency”: 1,
"fregq unit™: 3,
"notification_type™: 7,
"enable™: 1

“cards"™:

“cardiype”™: 1,
"cardx™: 458,
"card¥": 4
“cardH™: 44

“cardW™: 145

“cardPageMo™: 1,
‘cardonPage™: 1,
“cardColor™: "#Bcf2ce”

Sample Input for automatic card placement:

Key Value
message Text Please Kindly Sign
file File £ 2p2e-demo.pdf <
participants Text [
groupld Hst_agroupld}}
autoLocateCards Text 1

Participants section :

[
{
"idValue": "email/phone",
"idType": 1,
"access": 1,

"signOrder": -1,
"participantTag": 1,
"assurancelevel": "4",
"notifications": [

{
"frequency": 1,
"freq_unit": 3,
"notification_type": 1,
"enable": 1
}
1,
"cards": [
{
"cTag": 1,
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"cardColor": "#f2d130"

}
]
}
]

Output
Outputl: Error
# Parameter
Array[]
1. errcode
2. message

Output2: Success

# Parameter
1. message
2. groupld

3. txn
524

Type

String
String

Type
String

String

String

Length

11
50

Length
50

50

16

Mandatory

Mandatory
Y

Document - Save Data for Merged PDF

Sample

JDSH-LO-100
message

Sample

User created
successfully.
1234

1123-3223-
4333-2344

JioSign API Specification

Description

Error code of request.
Message describing the reason of
failure.

Description

Message describing the reason of
failure.

document envelop/groupld for
which document data has been
added.

Unique transaction id for each
request.

It is not mandatory, it may be
present and may not be present

APl is used for merging multiple pdf documents and saving the merged document related

additional data in JioSign system.

Details

e APl requires valid session.

e Session creation can be created in JioSign portal.

e Response will return the groupld (document envelop id), after saving all the required data
which is sent in APl input.

e Content Type: multipart/form-data

APl Endpoints

Http URL Note Output Format

Method

POST https://{FQDN}/docmgmt/v1.1/document/data/merge Refer {FQDN} application/json
in EndPoint

Input

section above.



40.
41.

42,

43,

44,
45,

46.

47.

Request Body
Parameter

group
group.groupld

group.message

files

group.grpSettings
grpSettings.type

grpSettings.enable

group.signOrderType

Type

Object
String

String

Multipar
tFile[]

Object(]
int

int

int

Length

50

500

30 MB

Mandat Sample
ory

Y 12312-
1233-123-
12

N Please sign
or text.

Y NA

N

N 24

N 0/1

CM 2/3
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Description

Id of the document
envelop/groupld created with
Document Create API.

This message will be part of signing
invitation mail to all participants.

Allowed Characters:
a-zA-Z0-9.,;:1?20){}@*/#%
Az~

Multiple PDF files that the user
wants to merge, Maximum
combined limit of 30 MB.
Group level settings

Defines what type of settings
owner/creator wants to set for
group.

Check API Constant section for
code description.

Settings Type=24 is to “Show
Signing Comments”. By default, this
setting is enabled, i.e., participants
of that group will get an option to
provide their signing comments
while signing the document.
Document Owner or Document
Creator can disable this setting by
sending enable=0 for that group.
Set enable to 1 if the grpSettings
type needs to be enabled for the
group, else set it to 0.

By default, this grpSettings type is

enabled.

Defines what type of signing order
owner/creator wants to set for the
participants.

signOrderType is required only if
grouped signing order is defined.
If there is no signing order or the
signing order is strict, i.e., only
single participant can be assigned
against a signing order and all the
participants must sign with their
respective sign order, then there is
no need to pass signOrderType.



48. group.participants

49, group.autolocateCar
ds

50. participants.assuranc
elevel

51. participants.idValue

52. participants.idType

53. participants.access

54. participants
.signOrder

Object]]

int

String

String

Int

Int

Int

50

320

0/1

U b wwN
>

2,3,4,6

abcd@ril.c

om/919392
3113

1/2

1/2

1,2,3,4

-1- no sign
order
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Check API Constant section for
code description for grouped
signing order.

Participant Object which holds all
the participants which has been
added by document owner.
Should be passed as 1 if user wants
to do auto card placement.
Check API Constant section for
information related to allowed
values.

Selected signing method for
participant by document owner.

Check API Constant section for
code description.

Important Note:

2 — Alternate Signature method for
E-Signature.

3 — Multiple cards per participant is
allowed.

4 — Multiple cards per participant is
allowed.

5.Multiple Cards per participant is
allowed

6 -- Multiple cards per participant is
allowed. This signature method can
only be used by Document owner
or Document creator to sign the
documents.

“-1” — View Only (No Signatory)
Participant’s email or phone
number.

Type of value selected in “idValue”.
Check API Constant section for
code description.

Participant access level in
document signing process. If
participant is going to sign or
viewer.

Check API Constant section for
code description.

Signing order for a given
participant.

If no sign order, then send -1.

For Grouped signing Order, check
signOrderType.


mailto:abcd@ril.com/9193923113
mailto:abcd@ril.com/9193923113
mailto:abcd@ril.com/9193923113

55.

56.

57.

58.

59.

participants.notificati
ons
participants.participa
ntTag

notifications.frequen
cy

notifications.freq_uni
t

notifications.notificat
ion_type

Object]]

Integer

Int

Int

Int

Cc™M

CM

CM

1,2,3,4,5..

1/2/3/4

1/2/5/6/7/
13
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Notification Setting for participant.

When autolLocateCards is enabled
and there are multiple participants
this field is mandatory. It should be
unique to differentiate participants
and auto locate cards to respective
participants based upon the text-
tags in document. Ex.
{{Signature-P<participantTag>}}

In case of single participants it is
not mandatory.

Reminder Frequency, value unit is
captured in freg_unit, whether the
value is 1 (Day)

Mandatory if notification type is 5.
Frequency Unit defines the
frequency value given in point#12,

Check API Constant section for
details.

Mandatory if notification type is 5.
Defines what type of notification
owner wants to set for participant.
Check API Constant section for
details.

RPs can now control default
notifications which JioSign system
sends, if RPs want to manage
notification on their own then they
can disable these default
notifications. Default Notification
Type 6, 7 and 13 are mandatory for
following cases:

6 - Mandatory for Document
Owner, Document Creator, and All
Participants.

7 - Mandatory for All Participants.
13 — Mandatory for Document
Owner and Document Creator.

Allowed Notification role wise:
Signer Role:
e Automated Signing reminder.
e All Signing Reminder
Viewer Role:
e All Signing Reminder
Owner Role: (Additional)
e Each Sign Reminders



60. notications.enable

61. participants.settings
62. settings.type

Int

Object]]
Int

0/1

22
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Set enable to 1 for the notification
type which has to be sent. If enable
is set to 0 then notification will not
be sent from JioSign.

Participant level settings.

Defines what type of settings
owner wants to set for participant.
Check API Constant section for
code description.

Settings Type=22 is to “Show
Supporting Documents”. By
default, this setting is enabled, i.e.,
participants will see the supporting
documents in JS portal uploaded by
owner. Document Owner or
Document Creator can disable this
setting by sending enable=0 for
that participant.

Setting Type=133 to enable “PAN
verification” setting for respective
signatory . If this setting is enabled
, then the signatory will be
mandatorily asked to verify PAN
through DigiLocker before signing
the document .

Settings Type=23 is to “Enable
Signee Location”. By default, this
setting is disabled, i.e., participants
will not see the capture location
feature in JS portal. Document
Owner or Document Creator can
enable this setting by sending
enable=1 for that participant. This
setting will always be enabled for
Document Owner or Document
Creator.

Settings Type=25 is to “Enable Asm
to participants”. This setting is
disabled to document
owner/creator. Asm is allowed only
to participants with email
identifiers. Document Owner or
Document Creator can enable this
setting by sending enable=1 for the
participants and then the
respective participant will receive



63.

64.

65.

66.

67.

68.
69.
70.

71.

72,

73.

74,

75.

settings.enable

participants.cards

cards.totalPage

cards.cardX

cards.cardY

cards.cardH
cards.cardwW
cards.unit

cards.cardColor

cards.cardType

cards.cardPageNo

cards.cardOnPage

cards.cTag

Int 1

Object]]

Int

Float

Float

Float
Float
String 50

String 50

Int 2

Int

Int

int

c™M

CM

CM

CM

CM
CM
CM

CM

CM

CM

c™M

0/1

123.2

121

23

pPX

#FRSRWY

1/2/10/22
/23/24/25
/26

1/2/3/4

1/2

0/1
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sign invite on the Asm mobile
number as well along with email.

Set enable to 1 if the setting type
needs to be enabled for the
participant else set it to 0.

Stores information related to
signature cards and their
coordinates for each participant.
Total number of pages in the
document.

X coordinate of the signature card
placement.

Refer Appendix A

Y coordinate of the signature card
placement.

Refer Appendix A

Height of signature card.

Width of signature card

Unit of cardX, cardY, cardH, cardwW
fields.

Default is px.

Colour of the card which needs to
be used for given user.
Hexadecimal code.

Type of card which is placed in Ul.
Card can be of these types.

Check API Constant section for
details.

Page Number on which card has
been placed.

If card need to be added on all
page or only on the value
mentioned on cardPageNo
attribute.

Check API Constant for more
details.

Check API Constant for information
related to allowed values.

For a card that needs to be
automatically placed on document
cTag should be 1, if cTag is 1 then
that card cannot be placed on
every page and cardOnPage value
will be made 1 from backend.

Sample card for cTag =1

|
"cTag™: 1,
"cardColoxr™: "§#£f0000"

Fr



76. cards.mandatory int 2 N 1/0
77. cards.family Int 2 N 1/2
78. cards.fontSize Int 2 N 12/72

Sample Input from API Client tool:

P Document - Merge
POST 4 {{RP_WS02_SIT}} /docmgmt/v1.1/document/data/merge

Params Authorization Headers (14) Body ® Scripts Settings

none © form-data x-www-form-urlencoded raw binary GraphQL
Key Value Description

groupld Text {{groupld}}
files File A 2 files <
participants Text [{"idValue":"samyak.panchbhai@ril.com",...
grpSettings Text [{"type™:24,"enable™: 1}]
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Sample card for cTag =0
{
"cTag®": 0O,
"cardTyvpe™: 1,
"cardX™: ZB88.5,
"oard¥™: 497,
"cardH": 44,
"cardWw™: 105,
"totalPage™: 2,
"cardPageMNo™: 1,
"cardCmPage™: 1,
"cardColor™: "§£2d4130™
H
Check API Constant for information
related to allowed values.
If mandatory is 1 then data needs
to be set for card.
Check API Constant for information
related to allowed values.
Check API Constant for information
related to allowed values.

v Share

Cookies

Bulk Edit
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“participants” section data:

- "idvalue”: "emall/phone™,

“"idType™: 1,
"access”: 1,
"signdrder™: -1,

"assurancelevel™: "4",

"notifications”™:
“frequency”: 1,
"fregq unit™: 3,
"notification_type™: 7,
"enable™: 1

“cards"™:

“cardiype”™: 1,
"cardx™: 458,
"card¥": 4
“cardH™: 44

“cardW™: 145

“cardPageMo™: 1,
‘cardonPage™: 1,
“cardColor™: "#Bcf2ce”

Sample Input for automatic card placement:

Key Value
message Text Please Kindly Sign
file File £ 2p2e-demo.pdf <
participants Text [
groupld Hst_agroupld}}
autoLocateCards Text 1

Participants section :

[
{
"idValue": "email/phone",
"idType": 1,
"access": 1,

"signOrder": -1,
"participantTag": 1,
"assurancelevel": "4",
"notifications": [

{
"frequency": 1,
"freq_unit": 3,
"notification_type": 1,
"enable": 1
}
1,
"cards": [
{
"cTag": 1,
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"cardColor": "#f2d130"

}
]
}
]

Output

Outputl: Error

#

Parameter

Array[]
errcode
message

Output2: Success

# Parameter
4. message
5. groupld
6. txn
5.2.5
system.
Details
[ )
APl Endpoints
Http URL

Type

String
String

Type
String

String

String

Length

11
50

Length
50

50

16

Mandatory

Mandatory
Y

Document - Save Supporting Document

Sample

JDSH-LO-100
message

Sample

User created
successfully.
1234

1123-3223-
4333-2344
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Description

Error code of request.
Message describing the reason of
failure.

Description

Message describing the reason of
failure.

document envelop/groupld for
which document data has been
added.

Unique transaction id for each
request.

It is not mandatory, it may be
present and may not be present

APl is used for saving supporting document as reference to the signing document in JioSign

e APl requires valid session.

e Session creation can be created in JioSign portal.

o APl will take groupld (document envelop id) in the request and return the documentld for
the supporting document.

e Below are the validations on supporting documents:
1. Number of supporting documents allowed: 20

2. Maximum size limit on supporting document file: 30 MB

3. Maximum size limit for supporting documents in a group: 30 MB

Method

Content Type: multipart/form-data

Note

Output Format
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POST https://{FQDN}/docmgmt/v1.1/document/document Refer {FQDN} application/json
in EndPoint
section above.

Input
# Request Body Type Length Mandat Sample Description
Parameter ory
1. groupld String 50 Y 12312- Id of the document
1233-123-  envelop/groupld created with
12 Document Create API.
2. docType Int 1 Y 2 Send docType=2 for supporting
documents
3 file Multipar 30MB Y NA Single file selected by user,
tFile Maximum limit of 30 MB.
Output

Outputl: Error

# Parameter Type Length Mandatory Sample Description

Array[]
1. errcode String 11 Y JDSH-LO-100  Error code of request.
2. message String 50 Y message Message describing the reason of
failure.

Output2: Success

# Parameter Type Length Mandatory Sample Description

1. message String 50 Y User created Success message from API

successfully.
2. documentld String 50 Y 12123-1233- Supporting document Id.
123-15

5.2.6 Document — Sign/Decline Workflow
Document Signing/Decline workflow steps is described below.

Workflow Steps | API Name Description

Step 1 Sign/Decline Initiate APl initiates Signing, initiate OTP to participant who is signing.
Click on link to jump to the section.

Step 2 Sign/Decline Initiate Status | API tells the status of Initiate Call, action-token from Step1
should be passed.

Step 3 Sign/Decline VerifyOTP APl validates entered OTP, action-token from Step1 should be
passed.

Step 4 Sign/Decline APl initiates signing/declining, action-token from Step3 should
be passed.

Step 5 Sign/Decline Status API tells the status of document Sign call, action-token from
previous Step3 should be passed.

Important Points:

e Avalid RP session needs to be there for the APl consumption.
e  Workflow sequence should be followed otherwise API will fail.
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e action-token in the response plays critical role, any new action-token received in the response
of steps, should be passed in next step request header under action-token header. Check
section 5.2.1 for API request headers.

e action-token is only valid for specific document Sign or Decline request.

e RPs will have to register the callback url for the groupid (envelop id) so that they can be
notified on the registered callback url after any participant has signed or declined the
document. After RPs receive the notification from JioSign system, they can check the
Document — Status api and Document - Get Participants Status api to know the document and
participant status. Refer section 5.2.18.

e If the RPs have not registered the callback url then they will have to continue polling Document
— Status api and Document - Get Participants Status api to know the document and participant
status.

Document — Sign/Decline Initiate

5.2.6.1.1 Details

e APl validates the input data and sends One Time Password (OTP) to identifier (Email/Phone)

received in input.
e APl will validate below fields:
1. Terms and Condition field should be “Y” in the input request.
Identifier passed in the input request should be valid.
Authentication Type passed in the input request should be valid.
Group Id passed in the input request should be valid.
Action passed in the input request should be valid.
6. If action is to sign a document, then assurancelevel should be valid.

e New action-token will be returned in the response.

vk wnN

5.2.6.1.2 APl Endpoints

Http URL Note Output Format
Method
POST https://{FQDN}/docmgmt/v1.1/document/sign/initiate Refer {FQDN} application/json
in EndPoint

section above.
5.2.6.1.3 Input

# Request Body Type Length Mandat Sample Description
Parameter ory
1 identifier String 320 M email/phon  Email or phone of user who is
e signing or declining the document.
User will be receiving OTP on same
identifier.
2 authType Int 2 M 2/3 Authentication Type defines kind of

identifier, participant is using to
validate his authenticity.

Check API Constant for
Authentication Type.

3 groupld String 50 M 1234-2091- document envelop id/groupld
2912-2938  which participant wants to sign or
decline.
4 message String 200 N Message Message during signing or decline

document. This message will be



5 tandc

6 assurancelevel

7. action

8 loc

5.2.6.1.4 Output
Outputl: Error

# Parameter

Array(]
1. errcode

2. message

Output: Success

# Parameter
1 status

2. action-token

String 2
Int 2
Int 3
Object{}
Type Length
String 11
String 50
Type Length
String 20
String NA

CM

Mandatory

Y

Mandatory
Y

Y/N

2/4

101/102

"loc":{"Latit
ude":

12.9140765
,"Longitude

77.6650548
,"Address":
"Bangalore
Division,
Karnataka,
India"}

Sample

JDSH-LO-100

Message

Sample
INITIATED

Action Token

JioSign API Specification

sent to all signers if notification is
enabled.

User Agreement for Jiosign terms
and condition.

RPs needs to ask user select terms
and condition and if required route
user to JioSign portal for terms and
condition.

Assurance Level of Signing.
assurancelevel is mandatory for
action 101. For action value 102 it is
not used.

Check API Constant for details.
Action which the user wants to take
on the document.

Check API Constant for details.
Latitude, Longitude and Address of
the signee

Description

Error code of request. Check
error code for structure
details.

Message from API

Description

Status of Document
Sign/Decline Initiated Status.
Check details section of API
for different status.
Temporary action token
issued for the user who is
signing/declining the
document.
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Document — Sign/Decline Initiate Status

5.2.6.1.5 Details

e APl provides the status of Previous Workflow Step, which is Signing Initiate.

e RPs needs to send action-token received in Step1.
e Responds back with 200 OK, with following status value.

Status Value Description
INITIATED e Request is initiated to sanitize the input data.
e RPs needs to continue Polling to know status of API.
RECEIVED e Data sanitization has been completed.
e Process is preparing to notify user with OTP.
e RPs needs to continue Polling.
RUNNING e QOTPissentto user.
e RPs needs to stop Polling.
e RPs needs to ask user to enter OTP received on email/phone and initiate next step.
COMPLETE e Process is completed with error.

RPs need not poll after this status it gets in the response.

There will be “message” attribute which will have ”- or error message” value. If
the value is not “OK”, it means that API is not successful.

error: Means OTP generation has failed. RPs can show error message to the user and
ask them to reinitiate the OTP process.

RPs needs to start the process from the beginning if this status is received during
polling API call.

5.2.6.1.6 APl Endpoints

Http URL
Method

Note Output Format

GET https://{FQDN}/docmgmt/v1.1/document/sign/initiate/status Refer {FQDN} application/json

5.2.6.1.7 Input

in EndPoint
section
above.

No parameter required.

5.2.6.1.8 Output

Outputl: Error, in case API runs into technical error

# Parameter

Array(]
1. errcode

2. message

Output: Success

# Parameter

Type Length Mandatory  Sample Description

String 11 Y JDSH-LO-100 Error code of request. Check
error code for structure
details.

String 50 Y Message Message from API

Type Length Mandatory  Sample Description
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1. status String 20 Y INITIATED Status of Document
RECEIVED Sign/Decline Initiated Status.
RUNNING Check details section of API

for different status.

Document — Sign/Decline VerifyOTP

5.2.6.1.9 Details

e RPs needs to send received OTP in request body “code” field only in the first request.

e RPs need to send the action-token in request header which have been received in the response
from Stepl.

e APl will return error response if it is submitted more than once.

e RPs need to continue polling till the COMPLETE status is received.

e After the OTP Validation, APl will validate signature/initial images and name for the user who is
signing. These details are required for signing the document.

e APl will return the message if these details are missing from user’s profile in case of signing
request. RPs need to show this message to the user and ask user to provide these details in
Step4 to initiate signing.

e |[f user’s signature/initial images and name are already present in the JioSign system, APl will
return the message to initiate signing at Step4.

e If user’s custom cards data are mandatory then API will return the message to initiate at Step4.

e New action-token will be returned in the response. RPs need to send this token in Step4.

e Responds back with 200 OK, with following status value, description of various status in the

response:
Status Value Description
RUNNING e QTP validation is initiated in JioSign System.

e RPs needs to continue Polling to know status.
COMPLETE e QTP Validation is complete.

e RPs can start executing the Next Workflow Step4.

5.2.6.1.10 API Endpoints

Http URL Note Output Format
Method
POST https://{FQDN}/docmgmt/v1.1/document/sign/verifyotp Refer {FQDN} application/json
in EndPoint

section above.
5.2.6.1.11 Input

# Request Body Type Length Mandat Sample Description
Parameter ory
1. code String 15 M 1228 OTP received by signing participant

on the email/phone.

5.2.6.1.12 Output
Outputl: Error
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Parameter Type Length Mandatory  Sample Description

Array(]

errcode String 11 Y JDSH-LO-100 Error code of request. Check
error code for structure
details.

message String 50 Y Message Message from API

Output: Success

Parameter Type Length Mandatory  Sample Description
status String 20 Y RUNNING Status of OTP Validation.
COMPLETE Check details section of API
for different status.
message String 50 Y Message from API
action-token String NA Y Action Token Temporary action token

issued for the user who is
signing/declining the
document.

Document — Sign/Decline

5.2.6.1.13 Details

API will be initiating signing/declining process.
RPs need to send the action-token in request header which have been received in the response
from Step3.
API will validate name, signature/initials and title/designation of the user who is signing the
document. These details are mandatory for signing the document.
API will overwrite the existing name, signature/initials and title/designation if provided in the
request. Otherwise it will use the existing details present in the JS system to sign the
document.
For document decline request, APl will not validate these details and initiate the decline
request.
Content Type: multipart/form-data
Below are validations for signature and initial images:

1. Maximum Limit for Image size = 30 KB

2. Maximum limit for Image Dimensions: 300X100

3. Supported Image formats: PNG, JPG, JPEG
There is also provision to skip signature/initials image upload and use automatically generated
signature and initial images based upon the name provided, below are the two parameters
that can enable this:

1. sigView (Signature View): This parameter determines the method chosen by

signatory for adding signature or initials while signing the document.
2. fontVal (Font Value): This parameter specifies the font style to be used for
generating signature or initials images.

Responds back with 200 OK, with following status value, description of various status in the
response:

Status Value Description

RUNNING e Signing/Decline request is processing in JioSign System.




JioSign API Specification

RPs can start executing the Next Workflow Step5.

5.2.6.1.14 API Endpoints
Http

Method

5.2.6.1.15 Input
# Request Body
Parameter

1.

2.

3.

4.

5.

POST

URL

https://{FQDN}/docmgmt/v1.1/document/sign

Name

signaturelmg

initiallmg

title

sigView

Type

String

PNG,
JPEG, JPG

Supporte
d Image
formats
are

PNG,
JPEG,
JPG

String

Integer

Length

100

30KB

30KB

100

Mandatory

CM

CM

CM

CM

Sample

1/2

Note Output Format

Refer {FQDN} application/json
in EndPoint
section above.

Description

Name of the user to be used for
document signing.

Mandatory for signing request if
name does not exist in the JioSign
System.

Signature image of the user to be
used for document signing.
Mandatory for signing request if
Signature image does not exist in
the JioSign System.

Maximum Limit for Image size is 30
KB

Maximum Limit for Image Width is
300 pixels

Maximum Limit for Image Height is
100 pixels

Initials Image of the user to be used
for document signing.

Mandatory for signing request if
Initials image does not exist in the
JioSign System.

Maximum Limit for Image size is 30
KB

Maximum Limit for Image Width is
300 pixels

Maximum Limit for Image Height is
100 pixels

Title/designation of the user to be
used for document signing.
Mandatory for signing request if
document owner has requested for
title/designation and it does not
exist in the JioSign System.
Parameter to identify if the user
wants to upload signature/initial



10.

11.

12.

13.

14.

5.2.6.1.16 Output

fontVal

orgName

fullName

mobile

email

text

designation

date

customimg

Integer 2

String 320

String 320

String

String

String

String 320

Date

PNG,
JPEG, JPG

CM

CM

CM

CM

CM

CM

CM

CM

Outputl: Error, in case APl runs into technical error

#

1.

2.

Output: Success

Parameter

Array[]
Errcode

Message

Type Length
String 11
String 50

Mandatory

112233
4455

abc@g
mail.co
m

Test

SDE

23.10.2
024

Sample

JDSH-LO-100

Message
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images or wants JioSign to generate
them based upon the name passed.
Check API Constant section for
allowed values.

This parameter specifies the font
style to use while generating
signature/initials images.

Check API Constant section for
allowed values.

Organization name of the user to be
used for document signing. If it’s
mandatory then org name is
required.

Name of the user to be used for
document signing.

If it’s mandatory then full name is
required.

Mobile number of the user to be
used for document signing.

If it’s mandatory then mobile
number is required.

Email of the user to be used for
document signing. If it’s mandatory
then email is required.

Text to be used for document
signing. If it's mandatory then text
is required.

Designation of the user to be used
for document signing. If it’s
mandatory then designation is
required.

Date of the user to be used for
document signing. If it’s mandatory
then date is required.

Custom image of the user to be
used for document signing.

Description

Error code of request. Check
error code for structure
details.

Message from API
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# Parameter Type Length Mandatory  Sample Description

1. Status String 20 Y RUNNING Status of Document
Sign/Decline Initiated Status.
Check details section of API
for different status.

Document — Sign/Decline Status
5.2.6.1.17 Details
e APl provides the status of Previous Workflow Step4.
e RPs needs to continue polling till the COMPLETE status is received.
e RPs needs to send action-token received in Step3.
e Responds back with 200 OK, with following status value.

Status Value Description

SIGNING/DECLINING | e Document Signing/Declining is initiated.
e RPs needs to continue Polling to know status.

SIGNED e Document is signed, but still process is not complete, final steps are being done
by API.
e RPs needs to continue Polling to know final status.
COMPLETE e Process is completed.

e RPs stops poll after this status it gets in the response.

e Check “message” attribute, which will have “@k” or ”- or error message”
value. If the value is not “ok”, it means that API is not successful.

e ok: Means signing/decline is Success.

e error: Means signing/decline is - RPs needs to show error message to the
user and ask them to reinitiate the process.

¢ RPs needs to start the process from the beginning if “Error” status is received
during polling API call.

5.2.6.1.18 API Endpoints

Http URL Note Output Format
Method
GET https://{FQDN}/docmgmt/v1.1/document/sign/status Refer {FQDN}  application/json
in EndPoint

section above.

5.2.6.1.19 Input
No parameter required.

5.2.6.1.20 Output
Outputl: Error, in case API runs into technical error

# Parameter Type Length Mandatory  Sample Description
Array(]
3. Errcode String 11 Y JDSH-LO-100 Error code of request. Check
error code for structure
details.

4. Message String 50 Y Message Message from API



Output: Success

# Parameter
2. Message

3. signatureld

4. Status

Type Length

String 20
String 50
String 20

5.2.7 Document — Bulk Sign Workflow
Document Bulk Signing workflow steps is described below.
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Mandatory Sample Description
Y Error Message from API.
OK If status value is COMPLETE

and message is OK, means

signing/declining is

successful.

Error means process failed.
aal0b10f-63a6-4ec7- Signature Id will be sent in
b2f9-8d96848e96e response only when the

action is for document

signing and status value

COMPLETE and signing is

successful. When the

action is for document

decline then signatureld

will not be sent.
SIGNING/DECLINING Status of Signing/Decline
COMPLETE Request.

Check the details section of

API for more information.

Workflow Steps | API Name Description

Step 1 Bulk Sign Initiate APl initiates Bulk Signing, access-token generated from JioSign
Portal should be passed.

Step 2 Bulk Sign Status API tells the status of Initiate Call, access-token generated

from JioSign Portal should be passed.

Important Points:

e Avalid RP session needs to be there for the APl consumption.

e  Workflow sequence should be followed otherwise API will fail.

e access-token in the request plays critical role. RPs need to generate access-token from JioSign
portal (profile section) and send the access-token in stepl and step2 request headers.

e Bulk Sign Workflow APIs can only be used to sign the documents with signature methods as
“Document Signer” or “E-Signature” or “Virtual Signature”.

e If the access-token is generated for the “Document Signer” signature method, then send that
access-token in the request header of the APl when signing documents. Check section 5.2.1 for
APl request headers.

e If the access-token is generated for the “E-Signature” or “Virtual Signature” signature method,
then send that access-token in the request header of the APl when signing documents.

e access-token is valid only for that RP account.

e RPs will have to register the callback url for the suiteid, which is returned in response of step1,
so that they can be notified on the registered callback url after the bulk sign process is
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completed. After RPs receive the notification from JioSign system, they can check the bulk sign
status api (step2) to know the final status. Refer section 5.2.18.
e In case RPs have not registered the callback url for the suite id, then they will have to poll the

bulk sign statu

Document —
5.2.7.1.1 Details

s api (step2) till they get the final status.

Bulk Sign Initiate

e APl validates the input data and returns success message along with suiteld in response.
e APl will validate below fields:

1.

2.
3.
4

o w

Terms and Condition field should be “Y” in the input request.

Group lds passed in the input request should be valid.

Action passed in the input request should be valid.

Assurancelevel should be 2 (Virtual Signature), 4 (E-Signature) or 6 (Document
Signer).

Access-token in the request headers should be valid and active.

Maximum Number of documents (envelop / group ids) that can be sent in bulk
sign request is 500.

5.2.7.1.2 APl Endpoints
Http URL Note Output Format
Method
POST https://{FQDN}/docmgmt/v1.1/sign/bulk Refer {FQDN} in application/json
EndPoint section
above.
5.2.7.1.3 Input
# RequestBody Type Length Mandatory Sample Description
Parameter
1 grplds Stringl] 500 Y List of Grouplds.
Group id is the id of the
document (envelop id).
Maximum number of documents
to be sent for signing is 500
2 Message String 200 N Message Message during signing or
decline document. This message
will be sent to all signers if
notification is enabled.
3 Tandc String 2 M Y/N User Agreement for Jiosign

4  assurancelevel

5 Action

terms and condition.

RPs needs to ask user select
terms and condition and if
required route user to JioSign
portal for terms and condition.

Int 2 M 2/4/6 Assurance Level of Signing.
Check AP| Constant for details.
Int 3 M 101 Action which the user wants to

take on the document.
Only allowed action is Signing.
Check API Constant for details.
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6 loc Object{} N "loc":{"Latitu Latitude, Longitude and Address
de": of the signee
12.9140765,
"Longitude":
77.6650548,
"Address":
"Bangalore
Division,
Karnataka,
India"}

5.2.7.1.4 Output
Outputl: Error

# Parameter Type Length Mandatory Sample Description
Array(]
1 Errcode String 11 Y JDSH-LO-100  Error code of request. Check error
code for structure details.
2 Message String 50 Y message Message from API
3 grplds String[] 500 N List of invalid group ids (envelop
ids) sent in the bulk sign request.
Output2: Success
# Parameter Type Length Mandatory Sample Description
1 Message String 50 Y Success Success message from API
2 suiteld String 50 Y 1234 Unique suiteld for bulk sign. This

suiteid can be sent in step2 to get
the signing status.

Document — Bulk Sign Status
5.2.7.1.5 Details
e APl validates the suiteld sent in the request and returns the status of the suiteld in response.
e RPs needs to continue polling till the COMPLETE status is received.
e RPs needs to send access-token which is generated from JioSign Portal (profile section) in
request headers.
e Responds back with 200 OK, with following status value.

Status Value Description
INITIATED e Bulk Document Signing is initiated.
e RPs needs to continue Polling to know status.
COMPLETE e Bulk Document Signing process is complete. RPs can stop polling after receiving
this status.

5.2.7.1.6 APl Endpoints
Http URL Note Output Format
Method
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GET https://{FQDN}/docmgmt/v1.1/sign/bulk/status Refer {FQDN}in application/json
EndPoint section
above.
5.2.7.1.7 Input
# Request Type Length Mandatory Sample Description
Parameter
1 suiteld String 50 Y 12312-1233- Unique Id received in response
123-12 of stepl.
2 groupld String 50 N 12312-1233- Unique Id of the document
123-12 (envelop Id).
In case RPs need to know the
status of specific document then
they can send group Id along
with suite Id.
3 Status String N COMPLETE This filter can be used to fetch all
ERROR the completed records or all the
failed records.
5.2.7.1.8 Output
Outputl: Error
# Parameter Type Length Mandatory Sample Description
Array[]
1 errcode String 11 Y JDSH-LO-100  Error code of request. Check error
code for structure details.
2 message String 50 Y message Message from API
Output2: Success
# Parameter Type Length Mandatory Sample Description
suiteld String 50 Y 12312-1233-  Unique Id for bulk sign.
123-12
userld String 50 Y JID- User Id who has initiated bulk
sign process.
status String Y INITIATED Status of the bulk sign process.
COMPLETE
items Object(] Items Object which holds the
list of group Ids.
items.suiteltemld String 50 Y 12312-1233-  Unique Id for the document
123-12 processed through bulk sign.
items.groupld String 50 Y 1234 document envelop/groupld
items.message String Y [ Message contains the reason
{ for the error occurred in
"errcode": document signing process.
"SD-006",

"message":
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"You have
already
signed this
document."
}
]
COMPLETE
ERROR

items.status String Y If the status is COMPLETE, then
the document has been signed
successfully. In case the status
is ERROR then check the
message field to know the exact

reason.

5.2.8 Document- Bulk DSC Sign/Decline WorkFlow
Prerequisite:

The signatory must possess a dongle issued by the Certificate Authority (CA) authority. This
dongle is essential to initiate bulk signing.

Jiosigner, the signing application, must be invoked within the Signatory’s system to enable the
signing process.

An action token will always be generated against the default account of the signatory. It is
crucial to ensure that the document to be signed is present in the default account of the

signatory.

e Itis always recommended that the groupld passed in the signing request must be validated
from the Eligible group Id’s for Signatory API.

e For APl calls, the action-token received in response in previous step must be passed as

requests headers in the next step.

e For websockets calls, the action-token must be passed in the request body as token.

Workflow Steps | APl Name Description
Step 1 Login initiate This APl will initiate an OTP for a signatory on identifier
(mobile number or email). As a response, it will return an
action-token with the status as 'INITIATED.'
This action-token should be passed in step 2.
Step 2 Login verify/polling The API provides information about the status of the OTP
(This step is initiation call, and it requires the action-token from Step 1 to
optional) be passed as part of the headers. Once the status is received

Mandatory when
users are signing
documents for
the first time,
else it can be
skipped.

as "RUNNING”, RPs should pass the OTP for verification, and
continue polling again (without otp in request body) until
status is “COMPLETE” (RP’s will get action-token in response).

If the user has already been authorised using OTP for the first
time, then this step can be skipped, and RP’s can use action-
token received in Stepl to proceed further.
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Step 3 Jiosigner Version It will return the correct version of Jiosigner. The response
from this request needs to be passed in Step 4 for the
Websocket call.

Step 4 Action 1 - SIGN_INITIALISE | The INITIALISE request is sent to JioSigner, and in response, it

(Websocket call
to JioSigner)

provides the "action 2-SIGN_INITIALISE" response.

It's important to note that the action-token should be passed
as “token” in the request for "action 1" itself, and this token
can be retrieved from either Step 1 or Step 2, depending on
the specific context and user's signing history.

For users signing first time, since OTP steps are required
therefore pass action-token from step2 else pass action-token
from step1 from next time onwards.

Step 5 Action 3 - SIGN_PKEY The request for SIGN_PKEY Details is made, and upon clicking

websocket call the "Sign" button on JioSigner, it returns the "Action 4-

to Jiosigner) SIGN_PKEY" response. This response should be passed in the
request of next document hash api call.

Step 6 DSC Hash Initiate The APl initiates the request for the document hash, and you
should pass the action-token obtained from either Step 1 or
Step 2. The details from the Step 4 response should be
included in the request payload when making this API call.
For users signing first time, since OTP steps are required
therefore pass action-token from step2 else pass action-token
from step1 from next time onwards.
The action-token received in this api response should be
passed as “action-token” in the request headers of the Step7
api call.

Step 7 DSC Hash status To initiate the API polling request, RPs should continuously
poll the API until a "HASHED" message is received.
RPs need to pass the action-token received in response from
Step 6.
This will help to track the progress of the task until it reaches
the "HASHED" message.

Step 8 Action-5 Request for signed | Request for SIGN_Document in action 5. It will return the

(Websocket call Hash signed hash. RPs should pass the document hash generated in

to Jiosigner) the previous request (Step 7) as a requirement for this action.

Step 9 DSC SIGN Initiate The APl initiates the request for signing.

Same API as Step
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6, difference in

RPs should pass the action-token in request headers obtained

Payload in response from Step 5.
The response from Step 8, which contains the signed hash,
should be included in the payload when making the API call.
Step 10 DSC Sign status For the API polling request, RPs should continuously poll the

Same API as Step
7, difference in
action-token

AP until they receive a "COMPLETE" status.

RPs need to pass the action-token in request headers
obtained in response from Step 9.

This step will help to track the progress of the task until it
reaches the "COMPLETE" status.

This will complete the signing workflow.

Profile API
(optional)

Profile Name Update

To update the profile name for the signing user.

RPs need to pass the action-token from either Step 1 or Step
2, depending on the context and user's signing history.

Group details

Retrieve eligible group IDs

DSC (Optional)

for signatory.

The APl returns the group IDs that are eligible for DSC signing
against a specific user, and these group IDs are sent by the RP
token account.

RPs need to pass the action-token from either Step 1 or Step
2, depending on the context and user's signing history.

Important Points:

e If user is signing for the first-time using DSC as the signature method, then both Step1 and
Step2 must be followed to authorise the user. From next time, RPs can skip Step2 for this
user and can directly get the action-token from Step1 and proceed ahead.

o If Status is “INITIATED” from step 1, then RPs need to invoke step 2 and complete verify OTP

process.

e If Status is “"COMPLETE” from step 1 then RPs can skip Step2 and proceed ahead. In this case,
RPs will receive action-token directly from Step1.

e Jiosigner can be downloaded from https://jiosign.com/jiosigner/win/64/JioSigner.exe

e Process of Signing documents using DSC method in bulk:

e Stepl/Step2/ Step3/Step4 -> these steps need to be called only once for generating the
session and initiating jiosigner desktop application which are pre-requisites for bulk DSC

sign.

e RPs need to store the response of Step5 (action 3) from Jiosigner (pkey request) and execute
rest of the steps in a loop for the grouplds to be signed. Please checkout Flow Diagram in

Appendix E.

e Profile Name must be present for the user who is signing the document, else RPs need to
update the profile name of the signatory by calling Profile Name Update API.
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Login Initiate -Stepl

5.2.8.1.1 Details
API validates the input data and sends One Time Password (OTP) to identifier (Email/Phone)

received in input.
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For the users signing using DSC for the first Time, RPs need to complete both Step1 and Step2
to complete OTP initiation and verification process.
From next time onwards, RPs will directly get the action-token for that user, using which RPs

can proceed ahead skipping Step2.

If Status is “INITIATED”, RPs need to invoke Step 2 for OTP Verification.
If status is “COMPLETE”, RPs will directly get the action-token and can proceed ahead skipping

Step2.

The expiration time of the action-token is 4 hours. RPs need to make sure to generate a new
action-token on the expiry of the previous token.

API will validate below fields:

1. Terms and Condition field should be “Y” in the input request.
2. ldentifier passed in the input request should be valid and should be Valid

Signatory.

3. Authentication Type passed in the input request should be valid.
4. Assurance Level should be valid (For DSC it should be 3).
New action-token will be returned in the response.

Status Value Description

INITIATED e For the user signing first time user, consent is not stored in JS system. RP’s must
verify OTP in Step2.

COMPLETE e Consent is already stored; RP’s can directly proceed for signing

5.2.8.1.2 APl Endpoints

Http

URL

Method

POST

https://{FQDN}/docmgmt/v1.1/document/login/initiate

52.8.13 Input

# Request Body Type
Parameter

1 identifier String

2  authType Int

3 tandc String

Length

320

Mandat
ory
M

Sample

email/phon
e

2/3

Y/N

Note Output Format

Refer {FQDN}  application/json
in EndPoint
section above.

Description

Email or phone of user who is
signing or declining the document.
Signatory will be receiving OTP on
same identifier.

Authentication Type defines kind of
identifier, participant is using to
validate his authenticity.

Check API Constant for
Authentication Type.

User Agreement for Jiosign terms
and condition.

RPs needs to ask user select terms
and condition and if required route
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user to JioSign portal for terms and
condition.
4  asslvl Int 2 (@Y 3 Assurance Level of Signing.
For DSC only 3 is allowed
Check API Constant for details.

Sample Payload:

{
"identifier": "abc@ril.com",
"authType": 2,
"tandc": "Y",

"asslvl": 3

5.2.8.1.4 Output
Outputl: Error

# Parameter Type Length Mandatory  Sample Description
Array[]

1. errcode String 11 Y JDSH-LO-100 Error code of request. Check
error code for structure
details.

2. message String 50 Y Message Message from API

Output: Success

In Case of First time Signing:

# Parameter Type Length Mandatory  Sample Description
1. status String 20 Y INITIATED Initiate the OTP status
request
2. action- String NA Y Action Token Temporary action token
token issued for the user who is
signing/declining the
document.

Expiration time is 4 hours.

Sample Response:

{
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"status": "INITIATED",

"action-token": "eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzUxMiJ9.-VxxK20Dy—
ktiVvD5Ubo00eUvI9H BV-TENCf4GKUexHZI9IQLB96-CqHZTyQxi5YBJ6RQzga5GsPcweuilWlcS4cVhTs Y6s-
UJBKYvCc4sFj8kjhltXOWLneQA"

}

If consent is already stored for signing:

# Parameter Type Length Mandatory  Sample Description
1. status String 20 Y COMPLETE Consent already present
return back token
2. action- String NA Y Action Token action token issued for the
token user who is signing/declining

the document.

Sample Response:

{

"status": "COMPLETE",

"action-token": " pxZHmohnhwf4su96pXpBjon6I-
yF1Z5YLKgroNfNk2Wu7YJAJsE11G37BUplifITqgNgHCIpgM8f7JUNJoV zVGObJ2ntPuzhD6Q2k2SNfcAr
JJThcXNWAdymLnpGhGOREf fuPImPmXvGsk559SaSvXKsdZ1JOMIgYUogIZ—

_ 8QhwRDbimjoIyrIGhkTWGhrUqJhMvJ6qugFrEWVbBhsrpx86rYeyxAUhoDSRWNC—
KhMCuGThwF0gV81fAULTFGCFA"
}
Login Verify/Polling- Step2
5.2.8.1.5 Details
e This API call checks the status of OTP initiation and also verifies it.
e RPs need to start polling with the code =" ”, and once the status is 'RUNNING', RPs need to
send the received OTP in the request body with 'code' and then continue polling again.
e RPs need to send the action-token in request header which have been received in the response
from Stepl.
e RPs need to continue polling till the COMPLETE status is received.
e This API will return status code as 400, if profile name, of the user signing the document, is not
present, RPs can update the profile name using Profile Name Update API.
e New action-token will be returned in the response. RPs need to send this token in further

steps.

e Responds back with 200 OK, with following status value, description of various status in the
response.

Status Value Description

RUNNING e Once Running received, please submit the OTP and continue polling again
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COMPLETE e OTP Validation is complete.
e RPs can start executing Step3

5.2.8.1.6 APl Endpoints

Http URL Note Output Format
Method
POST https://{FQDN}/docmgmt/vi1.1/document/login/verify Refer {FQDN} application/json
in EndPoint

section above.
5.2.8.1.7 Input

# Request Body Type Length Mandat Sample Description
Parameter ory
1 code String 320 M Email or phone of user who is

signing or declining the document.
User will be receiving OTP on same

identifier.
5.2.8.1.8 Output
Outputl: Error
# Parameter Type Length Mandatory  Sample Description
Array(]

1. errcode String 11 Y JDSH-LO-100 Error code of request. Check
error code for structure
details.

2. message String 50 Y Message Message from API

Output: Success
# Parameter Type Length Mandatory  Sample Description
1. status String 20 Y Completed Status completed stop polling
2. action- String NA Y Action Token action token issued for the
token user who is signing/declining

the document.

JioSigner Version - Step3
The APl response will be passed to web socket call with action 1.

Http URL Note Output Format
Method
GET https://jiosign.com/loginapi/commonsworker/v1.0/notificatio ~ Refer application/json
ns/category/1/status/1/filter/1 {FQDN}in
EndPoint
section
above
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Step4 and Step5 are web socket calls.

DSC Hash Initiate (Document Hash) — Step6
This APl is for document hash process Initiation, and the action value for the payload will be 3.

5.2.8.1.9 Details
e Prechecks:

JioSign API Specification

o Signatory should have valid action-token and access to the document/group.
o APl will start the process of signing only if valid token and access is present, otherwise

error will be sent.

o APl will validate if the group is locked by any other participant. In case it is locked, error

will be thrown.

o User selects the type of signing source which should be 3 for DSC and action should be 3

in payload for hash generation.
o Validates if user has already signed the document.
o Any of the precheck validation fails error will be thrown back to caller.

o Post checks:

o When RPs initiate signing process for a user for a specific group, JS System will lock the
document and it will not be accessible to any other participant.
Generates unique transaction Id for transaction tracking for sign request.

Source=3 >
= |faction—>3

e APl prepares data specific to DSC based request for Hash Calculation.

= Check details flow in sequence diagram in Appendix E.

o After the signing process completes, document will be unlocked and will be accessible by

any other participant.

o For Decline request (action=4), RP’s will directly get the “COMPLETE” response, no need

of any polling API’s

o In case of any unknown error, application will be unlocking the group.
o The expiration time for the action-token generated in this APl is 30 minutes.

5.2.8.1.10 API Endpoints

Http URL

Method
POST

https://{FQDN}/docmgmt/v1.1/document/dsc/sign/initiate

5.2.8.1.11 Input

# Request Body Type
Parameter

1 source Int

2 groupld String

3 action Int

Length

Mandat
ory

Sample

1234-2091-
2912-2938
1/3/4

Note Output Format
Refer {FQDN} application/json
in EndPoint

section above.

Description

User selected source for Signing of
document.

3— DSC Token

GrouplD which user wants to sign.

Action value to decide if document
needs finalization or not.

1 - Document Sign request
(Default)



4 | pkey
5 cchain
message

Sample Payload:

{

"source": 3,

String

String

String

200

Comment
to be
passed

"groupId": "0a90618a-8b4c-190a-818b-4c8c72£50016",

"action": 3,

JioSign API Specification

3 — Document Hash Generation
Request

4 — Document Decline request
Public key of dongle in user’s
system who is initiating the sign
request. Encoded value needs to be
passed.

Mandatory

Certificate chain of dongle in user’s
system based on selection from
frontend.

Encoded value needs to be passed.
Mandatory

Comments while signing / declining
to be added here

"pkey": "tOeF/+AvnW/Wb4bHYuUg2SOxF70Fhu+PxtZkRQPGzi0OD/V/rjOwD2F1WfTK7X6M+CX2n8r
/mHNU/k01ICgOg+FbpD64EN10JK6qpIn2DsbN39x0YmfuaBLDWUf1F3/IpMcjcLFILGEWdouQlYQKG)3b39
msmX0roNCINJjP/dBbpA7EvxIvrbt2haa",

"cchain": " dBbpAT7EvxIvrbt2haaHXwm /1vRzOTZ9uKx5MMkD1QpPWxD"

5.2.8.1.12 Output
Outputl: Error

# Parameter

Array[]
1. errcode

2. message

Output: Success

# Parameter
1. status
2. action-
token

Type

String

String

Type
String

String

Length

11

50

Length
20

NA

Mandatory

Mandatory
Y

Sample Description

JDSH-LO-100 Error code of request. Check
error code for structure
details.

Message Message from API

Sample Description

INITIATED Initiate the Sign hash request

Action Token Temporary action token

issued for the user who is
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signing/declining the
document. Expiration time is
30 minutes.

Sample Response:

{

"status": "INITIATED",

"action-token": "eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzUxMiJ9.
Acf7h31jWZLNm361TjgMONFNy ti B63 OJKEMEpWLANdv8HPwawGCOFbKAk20y9pBzj-
GkKvrYvI1Zz0yhXTsJhfqUlVif7tE3HPunriyMLjXMfwwMMWDJRI2PaF1l 6owFHrIBbDGTkxa2q06hFWsrpY
ZXHmbJLgu5cdLXZ1YGtkDwvB8CEyY 7BVUA2T-VxxK20Dy-ktiVD5Ubo00eUvIOH BV-
TENCf4GKUexHZ9IQLB96-CqHZTyQx1i5YBJ6RQzga5GsPcweuiWcS4cVhTs Y6s-
UJ8KYvc4sFj8kjhltXOWLneQ"

}

DSC Hash Status (Document Hash polling) — Step7
This API can be used for checking the Sign status of step 6 (Document Hash Initiate).

5.2.8.1.13 Details
e RPs need to pass action-token in header received in api response from Step 6.
e Responds back with 200 OK along with following status value.
o INITIATED — Request is initiated.
o RECEIVED - JS System has started the hash generation process for that document.
o RUNNING —RP’s Frontend System need to continue Polling till message received is
“HASHED”.

¢ Important: If the message ='"HASHED' is received, stop polling the API. RPs will receive the
document hash in the response. If the message='RECEIVED,' the hash generation process is in
progress, so continue polling the API.

5.2.8.1.14 Method Type: GET

Http URL Note Output Format
Method
GET https://{FQDN}/docmgmt/v1.1/document/dsc/sign/status Refer {FQDN}  application/json
in EndPoint

section above.

5.2.8.1.15 Input

# Request Body Type Length Mandatory  Sample Description
Parameter
1. NA

5.2.8.1.16 Output
Outputl:
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# Parameter Type
Array([]

1. errcode String

2. message String

Output2: With Status=RUNNING and message=HASHED

# Parameter Type

1. message String
2. status String
3. docs [l

4. docs.id String
5. docs.h String

Sample Output:

{

"message": "HASHED",
"status": "RUNNING",
"docs": [

{

Mandatory

Mandatory Sample

JDSH-LO-
100
message

Sample
message
RUNNING

"id": "0af4259b-8b61-125c-818b-9f662£860888",
"h": "+38J1DhU81HOybrHxCwRHpioPyNoMONwWhKPAMLES1oE="

Output3: With Received

# Parameter Type
1. message String
2. status String

Step8 is a web socket call.

Mandatory

Sample

message
Received

JioSign API Specification

Description

Error code of request. Check error
code for structure details.
Message from API

Description

Message from API

Status of the transaction, using this
field Frontend will decide to poll for
status or not.

Frontend should stop polling once the
status changes to RUNNING and
message as HASHED, otherwise it
needs to keep polling for status
check.

Contains list of all documents which
needs to be signed and its hash.
Document Id for the document which
needs to be signed.

Hash of the document which needs to
be signed.

Description

Message from API

Keep pooling API document
hash request in progress.



JioSign API Specification

DSC Sign Initiate (action=1 in payload) — Step9
This API will initiate a signed hash generation request, and the action token from Step 6 needs to be
passed.

5.2.8.1.17 Details
e Prechecks:
o RPs should make sure that the user(signatory) have valid session and access to the
document/group.
o APl starts signing only if valid action-token and access is present, otherwise error will be
thrown.
o APl will validate if the group is locked by any other participant. In case it is locked, error
will be thrown.
o RPs will input the type of signing source as 3 for DSC.
o APl validates if user has already signed the document.
o Any of the precheck validation fails error will be thrown back.
e Post checks:
o When user initiates signing process for group, System will lock the document signing
for another signer of document.
o Generates unique transaction Id for transaction tracking for sign request.
o Source=3 >

If action > 1
e APl prepares data specific to DSC based request for signing the
documents.

= Check details flow in in sequence diagram.
o After the signing process completes, document will be unlocked and will be accessible by
any other participant.
o Incase of any unknown error, API will unlock group.
o The expiration time for the action-token generated in this APl is 30 minutes.

5.2.8.1.18 API Endpoints

Http URL Note Output Format
Method
POST https://{FQDN}/docmgmt/v1.1/document/dsc/sign/initiate = Refer {FQDN} application/json
in EndPoint

section above.
5.2.8.1.19 Input

# RequestBody Type Leng Mandatory Sample Description
Parameter th
1. source Int 2 Y 3 3-DSC Sign
2. groupld String | 50 Y 1234-2091- Group ID which user wants to sign.
2912-2938
3. action Int 2 Y 1/3/4 Action value to decide if document needs

finalization or not.

1 — Document Sign request (Default)

3 — Document Hash Generation Request
4 -- Decline request
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4. pkey String Public key of the dongle of user’s system
who is initiating the sign request. Encoded
value needs to be passed.

5. cchain String Certificate chain of dongle in user’s system
based on selection from frontend.
Encoded value needs to be passed.

6. docs (] Contains list of all document which needs
to be signed and its hash.

7. docs.id String Y Groupld to be signed

8. docs.sh String Y Signed hash of the document received from
jiosigner

9. message String 200 N Comment Comments while signing / declining to be

to be added here
passed
Sample Payload:
{
"source": 3,
"groupId": "0a90618a-8b47-1ce7-818b-47d5£2300126",
"action": 1,
"pkey": "MIIFYDCCBEigAwIBAgIUSyxY1l+ /

+PxtZkRQPGz1i0D/V/rjOwD2F1WETK7X6M+CX2n8r/mHnU/k01ICgOg+FbpD64ENI0JK6qpIn2DsbN39x0Ym
fuaBLDWUf1F3/IpMcjcLFILGEWdouQlYQKG] 3b39msmX0roNCINJJP/dBbpA7EvxIvrbt2haaHXwm",

"cchain": "MIIFYDCCBEigAwIBAgIUSyxY1+Uldov74glKhmOrcLaWHwcwDQYJKoZIhvcNAQELBQAW
LJERMA8GA1UEAwWWIS1BMREVWQOExDDAKBgNVBAOMAOPQTDELMAKGAIUEBhMCSU4wHhceNM] IwODI zMDgwM7 I
XWhcNMJUwODI yMDgwMj ITwiWj BAMRkwEwYDVQQDDBBKaW9TaWduIERTQyRUZXNOMRAWDGYDVQQLDAJUZXNOIE
IVMOwwCgYDVQQKDANKUEwWxEzARBgNBgkghkiGO9wOBAQEFAAOCAQS8AMI IBCgKCAQEAtbpjOGTaMmIZ55hiok
BcNEcVUrlkSBXUjdoW97PIn0vEVvJIOGUlQI463nELeqzzQvYiHATI25294+m6Ch]jyzPFImlRrSEqQdFI84RIvYI
u4G05r1PRAUEBiIRUGKIx04pJ4+bUO+T1YPSEB+e20xGGS+JEj2PJHIQVvIN41£J0mgiC6Rh8+eNwlhY30zIw
0gsRWs/zEcUPP9nRzYuCUPpA+5",

"docs": [

{

"id": "0a90618a-8b47-1ce7-818b-47bd568c010£f",

"sh": "MIAGCSQGSIb3DQEHAQCAMIACAQExDzZANBglghkgBZOMEAGEFADCABgkghkiG9w0OB
BwEAAKCAMIIFYDCCBEigAwIBAgIUSyxY1+Uldov74glKhmOrcLaWHwcwDQYJKoZIhvcNAQELBQAWLJERMAS
GAlUEAwWwIS1BMREVWQOExDDAKBgNVBAOMAOPQTDELMAkKkGALIUEBhMCSU4wHhcNMj IwODIzMDgwMj IxWhcNM]J
UwODIyMDgwMj IwW]jBAMRkwEFwYDVQQODDBBKaW9TaWduIERTQyBUZXNOMRAwWDgYDVQQLDAJAUZXNO IE 9VMQOwwC
gYDVQQKDANKUEWXEZARBGNVBAgGMCk1haGFyYXNOcCmExCzAJBgNVBAYTAk1OMI IBI jANBgkghkiGIwOBAQEF
AAOCAQ8AMIIBCgKCAQEAtbpjOGTaMmIZ55hioEBCcNECVUrl1kSBXUjdoW97PIn0vEvJIOGUlQI463nELeqzzQ
vY1HATI2529+m6ChjyzPFImlRrSEqQdFI84ROvYIu4GO05r1PRAUEBIRUGKIx04pJ4+bUO+T1YPSEB+e20xGGS
+3JEJj2PJH1QvIN41£J0mgiC6Rh8+eNwlhY30zIw0gsRWs/zEcUPPINRzYuCUPpA+ebpNkKKtS25AVZE7Tava
Ca3JrmmKbYzmOdiWOn6xoENSGFaP9DU/1xQArpvOAILa6bNiWUIDrzZZ2MgXRiLYcY+no8/2SSPF1i5vNt0£fs4
T4dYh15z+7TbAR2Y+60SKUgi2cOwSQIDAQABO4ICRTCCAKEWDAYDVROTAQH/BATIWADAfBgNVHSMEGDAWGRT
1tt20MziMKaR5DEgOHURELUN9TDBZBggrBgEFBQCBAQRNMEswSQYIKwYB "

}
I

"message":

Page 65 of 117



5.2.8.1.20 Output
Outputl: Error

# Parameter Type
Array(]
1. errcode String
2. message String
Output: Success
# Parameter Type
1. status String
2. action- String
token
Sample Response:
{
"message": "INITIATED",

"action-token":

Length

11

50

Length
20

NA

Mandatory

Mandatory
Y

Y

Sample

JDSH-LO-100

Message

Sample
INITIATED

Action Token

"eyJ0eXAi01JKV1IQiLCJIhbGci0iJSUzUxMiJ9.

_tdY9zPTIhTZpZX31BOQuoVkRS 8pmfuXAePPFwDxjvJZalEsBw 4pi7F-
fNf4n6UTg4tYtp9Klqu BOQGbdeecrVJIqdYihI2RweWEcn6iMukPAjoCY- eXTIJ9PTb6Nz7vgR4z4hDnEG-

dkGKGT-

JioSign API Specification

Description

Error code of request. Check
error code for structure
details.

Message from API

Description

Initiate the OTP status
request

Temporary action token
issued for the user who is
signing/declining the
document.

Expiration time is 30 mins.

ygkyAG6hZHr7wglftUq7FIbbUYSFfqV4QONN1IRAJviOe 3fZzmVgjj siV31JD3LKZOf6XtQi4skGGMVVpPY

JWS2MviLwUmadoAt9rvV-
wAYmMUP1xMg47cpzZUQPaq2PzJfF3SYPCk4n9FNiIYCgPfoKZU1zC970 2TfYGnPg"

}

DSC Sign Status — Step10

This is a polling API for DSC Sign API (Step9), action-token should be passed from Step 9.

5.2.8.1.21 Details

e Responds back with 200 OK along with following status value.

o INITIATED — Request is initiated.

o RECEIVED - JS system has started signing the document.
o RUNNING — RP Frontend need to continue Polling.
o COMPLETE - Request is completed, RP can stop polling.

Page 66 of 117



JioSign API Specification

e |IMP: message="0K" and status="COMPLETE” then stop polling

5.2.8.1.22 API Endpoints

Http URL Note Output Format
Method
GET https://{FQDN}/docmgmt/v1.1/document/dsc/sign/status Refer {FQDN} application/json
in EndPoint

section above.
5.2.8.1.23 Input

# Request Body Type Length Mandatory  Sample Description
Parameter
1. NA

5.2.8.1.24 Output

Outputl:
# Parameter Type Length Mandatory Sample Description
Array(]
1. errcode String 11 Y JDSH-LO- Error code of request. Check error
100 code for structure details.
2. status String 20 Y COMPLETE  Status of the transaction, using this

field RP Frontend will decide to poll
for status or not.

RP Frontend should stop polling
once the status changes to
COMPETE, otherwise it needs to
keep polling for status check.

3. token String Y Document Signing is complete, RPs
can ignore this token and proceed
for signing the next document by
using the action-token received in

Step1/Step2.
4. message String 20 Y message Message from API
Output2: With Status=COMPLETE and message=0K
# Parameter Type Length Mandatory Sample Description
1. message String 20 Y message Message from API
2. status String 20 Y COMPLETE  Status of the transaction, using this

field RP Frontend will decide to poll
for status or not.

RP Frontend should stop polling once
the status changes to COMPETE,
otherwise it needs to keep polling for
status check.
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3. token String Y Document Signing is complete, RPs
can ignore this token and proceed for
signing the next document by using

the action-token received in

Step1/Step2.
4 signatureld String Y Signature ID generated for the signing
participant
Sample Response:
{
"message": "OK",
"token": "eyJ0eXAiO0iJKV1IQiLCJIhbGci0iJSUzUxMiJ9.eyJqgc2xnbiI6Imh0dHBzOi8vamlvc2ln

Pi5ib20vYXBpL290cC9sb2dpbilsIm51dG4i0iINSkUOVMxuYO0pnMOhIWi9EMOpjVINNUULITHMOIiwibGl
kIjoiRUIMLTAxXZWQ3Nzk4LWMSYTMtMTIIMCIiOTMXLWJiM2FiMjgxYWJiNyIsImlzcyI6IkppblNpZ24uY2
9tIiwibHQiOiIyIiwic2Vzc2lvbklkIjoiZUSChbFpFOCtYekFIJWVEsaFkxQWhHNEpTUTZvPSISInRmYSI6I
1kiLCJ1aWQiOiJjMGE4NJE2ZS04NmEzLTEzZMjUtODE4Ni1hNJMONzIS5ZDAxMjkiLCIsdGlkIjoiYzBhODYx
NTAtOGISNiOxZjkwLTgxOGItZWIOMDM4OWUyNThiTiwiYXNzTHZsIjoiMiIsInIi0iIzMCIsImFOIjoiMSI
sINRhYyI6I1kiLCJIJOcmNpZCI6ImMwYTg2MTUWLTg0Z)ItMWE2MS04MTg0LWYO0ZDY1ODhmMDA2Y1IsImZkbG
d0IjoiaHROcHM6LY9sb2dpbi5qaW9ib25uZWNOLmNvbSIvYWOve2VydmVyL2xvZ291dD91bmREdAXIsPUPJIT
INJROS£QO09INXINBTUxESUSURyIsImZkbGduljoiaHROCHM6LyYy9sb2dpbi5qaW9jb25uZWNOLmNvbS9vYWlm
ZWQvaWRwL21luaXRpYXR1c3NvP3Byb3ZpZGVyaWQ9Sk1PUOLIHT19DTO1fUOFNTFOJTIRHIiwianNsZ3Q1i01J
odHRwczovL2ppb3NpZ24uY29tL3VzZXIvbGInb3V0IiwiZXhwIjoxNzAWNDczMzI2LCIpYXQiOjE3MDAONT
g5SMjYsImFpZCI6ImMwYTg2MTZ1LTg2YTMEtMTMyNSO4MTg2LWE2MzQ2YJhiMDEYNyJ9. yzPQgnyjw7734HrU
DeTIgAQZIoPO MO050sWOPOpX4ysmlE-wluSnwQQj7BTfHJacwgwGm2Z2Kod6—-qCCj-
nve45he6PgkfBShCDaCpRXXAQD8B12eRYONNY1i2p8iozROIwjlooLwxzYkfqOuxz5L—
JdebAIMDsRBVEy8dMutTqLczXB5uSAQSqC51iQPAV69DYg E3ZvwMg5LeIkRhE8ya09aJJSMze9QTUbTo94h
cOUIPR1tjqVxVMWxDcuNWmh AjVrOyilYxORINOPg2fttV05csGyg6HAGUhLy3VTz0D6k6KidFtn6tSmGT L
XEVH50zKSNHAO4-jyUg7zkMwxiQ",

"status": "COMPLETE",

"signatureId": "86396cdf-8b5f-4657-a8c6-38ae3aac4035"

Output2: With Received

# Parameter Type Length Mandatory Sample Description
3. message String 20 Y message Message from API
4. Status String 20 Y Received Keep pooling APl document

hash request in progress.

Web Socket calls from RP System to Jiosigner
These are the calls which will be happening between RP System to JioSigner for different actions.

5.2.8.1.25 Jiosigner websocket based Action=1-SIGN_INITILISE
RPs need to invoke a request from their system to JioSigner and pass the action-token from Step 1 or
Step 2 based on consent status. It will return an action=2, which is the sign_initialize response.

Request:

Parameter Type Length Mandatory Sample Description
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1. action Int 2 Y 1

2. pkey String (@Y Pass empty Public key of the dongle of
user’s system who is
initiating the sign request.
Encoded value needs to be
passed.

3. cchain String CM Pass empty Certificate chain of dongle in
user’s system based on
selection from frontend.
Encoded value needs to be
passed.

4. errMsg String CM Pass empty If any errmsg will be passed
here

5. token String M Action Token received in
earlier request

6. uri String CM https://jiosign.c  Url of a portal

om/

7. docs [l Contains list of all document
which needs to be signed
and its hash.

8. docs.id String M group Id for the document
which needs to be signed.

9. docs.hash @ String CM Pass Empty

10. docs.signe = String (@Y Pass empty Signed hash of the

dhash document received from
jiosigner

11, luuri String 200 M This uri is used to check the

version upgrade of jiosigner

Sample message:

"action": 1,

"pkey": "",

"cchain": "",

"errmsg": "",

"token": ".NcoW35wtf9zzpotlxMpUU]jbmnvOgqWEX71izoXUaOSUFhupHWTPNBhOkhpdzi9HhX84WUO

3skiuzEZFx00Yt1huT1SKEF2TAjgLkuotGNrhwOx4848ualL2bYhK7AgV1ApEVVOTNHY -
7TnMOY7h6GxpONskr6WBj1l 9znalBc-

BmAOiFRShJVXUNRMGTM 6ksNrd84adBZCgZCO0037BoX8asz6eXWzZGzzg31ltSo8lSlabXewr67tn0udARgy
YgjjEGeTzt4hl-xi-CtraTL-wnrdAbPS-
zS3ghsshoVxJ299gACCjPFobhd3LNsOSaIHULNnVedbWOPj22AgLESr1e5MJIyg",

"uri": "https://jiosign.com/",
"docs": [
{
"id": "0af4629f-8b37-1b1d-818b-4777£92f04al1",
"hash": "",
"signedhash": ""
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1,

"luuri": "https://jiosign.com/"

Return Response: Action 2- SIGN_INITILISE_Response

JioSign API Specification

# Parameter Type Leng Mandatory Sample Description
th
1. action Int 2 Y 1
2. pkey String CM Public key of the dongle of user’s system
who is initiating the sign request.
Encoded value needs to be passed.
Mandatory
3. cchain String CM Certificate chain of dongle in user’s system
based on selection from frontend.
Encoded value needs to be passed.
Mandatory
4, errMsg String CcM If any errmsg will be passed here
5. token String M Action Token received in earlier request
6. uri String c™M Url of a portal
7. docs ] Contains list of all document which needs
to be signed and its hash.
8. docs.id String M group Id for the document which needs to
be signed.
docs.hash ~ String M
9. docs.signe  String CM Signed hash of the document. Which is
dhash received from jiosigner
10. luuri String 200 M This uri is used to check the version
upgrade of jiosigner
Sample Action 2 response:
{
"action": 2,
"pkey": "",
"cchain": "",
"errmsg": "",
"token": " .NcoW35wtf9zzpotlxMpUU]omnvOqWEX71izoXUaOSUFhupHWTPNBhOkhpdzi 9HhX84WUO

3skiuzEZFx00Yt1lhuT1SKF2TAjJgLkuotGNrhw0Ox4848ual2bYhK7AgV1ApEVVOT7NHY -

7TnMOY7h6GxpONskr6WBjl 9znalBc-

BmAOiFRShJVXUNRMGTM 6ksNrd84adBZCgZCO0037BoX8asz6eXWZGzzgq31tSo81SlabXewr67tn0udARgy
YgjjEGeTzt4hl-xi-CtraTL-wnrdAbPS-
zS3ghsshoVxJ299gACC)PFobhd3LNsOSaIHULNVedbWOPJ22AgLESrle5MIyg",

" L LI

uri
"docs": [

{

"https://jiosign.com/",
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nidgn:

"signedhash":

1,
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"0af4629f-8b37-1b1ld-818b-4777£92£04al1",

"hash": nu,

nn

"luuri": "https://jiosign.com/"

5.2.8.1.26 Jiosigner websocket based Action=3-SIGN_PKEY
Request the private key (action=3) and receive a response with action=4, including private key and
certificate chain details. Click the 'Sign' button in JioSigner, and it will return action 4..

Request:
Parameter
1. action
2. pkey
3. cchain
4. errMsg
5. token
6. uri
7. docs
8. docs.id
9, docs.hash
10.  docs.signedha
sh
11.  luuri
Sample :
{
"action": 3,
'lpkeyll : mn
"CChain": "H,

nerrmsgu: HH,

Type

Int
String

String

String
String
String

(]
String

String
String

String

Leng
th

2

200

Mandatory Sample

Y
c™M

CM

CM

CM

c™M
c™M

1
Pass empty

Pass empty

Pass empty
https://jiosi
gn.com/

Pass empty

Pass empty

Description

Public key of the dongle of user’s system
who is initiating the sign request.

Encoded value needs to be passed.

Mandatory

Certificate chain of dongle in user’s system
based on selection from frontend.
Encoded value needs to be passed.

Mandatory

If any errmsg will be passed here
Action Token received in earlier request
Url of a portal

Contains list of all document which needs
to be signed and its hash.

group Id for the document which needs to
be signed.

Signed hash of the document received from
jiosigner

This uri is used to check the version
upgrade of jiosigner
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"token": "eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzUxMiJ9.eyJgc2xnbiI6Imh0dHBzOi8vamlvc2ln
PiS5qaW8uY29tL2FwaS9zYWlsL2xvZ21luliwibmVO0biI6IjJMavVV4dUzZedF1QK0ZmTm5vOXRMULIdFUks3VTO
1iLCJIsaWQiOiJFTUwtMDEF1ZGI3NmMtODgINSOxXNWMALWI4A0TYtZTg0ONjcxMjY50DclIiwiaXNzIjoiSmlvU2
1Inbi5jb20iLCIsdCI6IjIiLCIZzZXNZzaWIuSWQi0iJYQVBl1eHIOMFg2WnFBREFZ4SV11cVBIdmx0eWc9Iiwid
GZhIjoiWSIsInVpZCI6IjBhZjQzODImLTg5Y2UtMTN1ZS04MThhLTU3NZU3YTAWMD1kZSTIsImx0aWQiOiIw
YWYONJIS50C04YjM2LTE3MIELtODE4Yi00NzV1IOTMOMZzAWZWQIiLCIJhe3NMdmwiOilyTliwiciI6IjMwIiwiYXQ
10iIxIiwiaWR1biI6IkNoYWSkecmFrYW50MS5HQHIpbC5jb20iLCI0YWMiOiJZIiwidHIFaWQiOiIwYWYON]
Ji0C04NjZmLTEZzN2ItODE4NLO5NMQ2MmM3YjAOOWI 1iLCIMZGxndCI6Imh0dHBz0i8vec210b2hzLmppby5ib
206NDQOMy9vYWOvc2VydmVyL2xvZ291dD91bmRfdXIJsPUpJTINJROSfUOFNTFOJTIRHXORFViIsImZkbGdu
IjoiaHROcHM6Ly9zaXRvaHMuamlvImNvbToONDQzL29hbWZ1ZCO9pZHAvaW5pdGlhdGVzc28 cHJIvdmlkZXJ
PZD1KSU9TSUdOXINBTUxf£SUSURLOERVYiLCIJuYW0i0iJDaGFuZHJha2FudDEUROByaWwuY29tIiwianNsZ3
Qi0iJodHRwczovL2ppb3NpZ24uamlvIimNvbS91c2VyL2xvZ291dCIsImV4cCIOMTYS5NzcyMzglNSwiaWEFOT
JoxNjk3NzASNDUILCIhaWQiOiIwYWYON]JhOCO40DA1ILTE2ZDAtODEAOCIMMWEWNmMYOOTEZZTgifQ.NcoW3
Swtf9zzpotlxMpUUjemnvOgqWEX71z0XUaOSUFhupHWTPNBhOkhpdzi9HhX84WU03skiuzEZFxOoYt1lhuTlS
KF2TAjqLkuotGNrhwOx4848ual2bYhK7AgVIApEVVO7NHY-7nMOY7h6GxpONskr6WBjl 9znalBc-—
BmAOiFRShJVXUNRmMGTM 6ksNrd84adBZCgZCO00037BoX8asz6eXWzGzzg31ltSo8lSlabXewr67tn0udARqy
YgjjEGeTzt4hl-xi-CtraTL-wnrdAbPS-
z53ghsshoVxJ299gACC)PFobhd3LNsOSaIHULNVedbWOPj22AgLESr1e5MJyg",

"uri": "https://jiosign.com/",

"docs": [

{
"id": "0af4629f-8b37-1b1d-818b-4777£92£f04al",
"hash": "",

"signedhash": ""

1,

"luuri": "https://jiosign.com/"

Response: Action 4-SIGN_PKEY_RESPONSE

Parameter Type Leng Mandatory Sample Description
th
action Int 2 Y 1
pkey String CM Public key of the dongle of user’s system

who is initiating the sign request.
Encoded value needs to be passed.

Mandatory

cchain String CM Certificate chain of dongle in user’s system

based on selection from frontend.

Encoded value needs to be passed.

Mandatory
errMsg String CM If any errmsg will be passed here
token String M Action Token received in earlier request
uri String CM Url of a portal
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docs [ Contains list of all document which needs
to be signed and its hash.

docs.id String M group Id for the document which needs to
be signed.

docs.hash String CcM

docs.signedha = String ™M Signed hash of the document. Which is

sh received from jiosigner

luuri String 200 M This uri is used to check the version

upgrade of jiosigner

Sample:
{
"action": 4,
"pkey": "MIIFYDCCBEigAwIBAgIUSyxY1l+

+bUO+T1YPSEBR+e2QxGGS+jEj2PJH1QvIN4A1fJ0mgiC6Rh8+eNwlhY30zIw0gsRWs/zEcUPPINnRzYuCUPpA+
ebpNkKKtS25AVZE7TavaCq3JrmmKbYzmOdiWOn6xoENSGFaP9DU/ ixQArpvOAILa6NiWUIDrZZ2MgXRiLYc
Y+no8/ /dBbpAT7EvxIvrbt2haaHXwm",
"cchain": " /P/W87UwcS+
/gSFyyyCbCiKBQfedEn/IFEhM/ TuGaWsAOIFi5GNPZXEXCSQYYx79Xw] Yp4 7] r8gsHpGiX3mXNosTyu8DTW
CCxnKCp9vbu0SkajThHn2S/AAmubGS/aj695dGwvioqgPFwrqIl4DxCg08444pvkUan85xwGS32k9t7w9gSk
WEWIIXfNKHKmJIIp3GxRUtR121mUOVg2Zg2NjHIshbfnXVU1£7/1vRzOTZ9uKx5MMkD1QpPWxDd5",
"docs": [
{
"id": "0af4629f-8b37-1b1d-818b-4777£92f04al",
"hash": "",

"signedhash": ""

1,

"token": "eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzUxMiJ9.eyJsaWQiOiJFTUwtMDF1ZGI3NmMtODgl
NSOxXNWMALWI4O0TYtZTgONjcxMjY50DclIiwiaXNzIjoiSmlvU21lnbi5jb20iLCIzZXNzaWOuSWQiO0iJKL2F
RV2tPV08xbE9jU3JIGeGVrQUBwWNOVICFESIiwidGZhIjoiWSIsInIwVHIhbnNObyI6ImJtdzJOM0ZaVlclal
RTOTVWWGRUV1ZCS1VraDJPRkZPTkdOQIBRIiwiYXNzTHZsIjoiMyIsInVpZCI6IjBhZjQzODImLTg5Y2UtM
TN1ZS04MThhLTU3NzU3YTAWMD1kZ2SIsInIiOiIzMCIsImFO0IjoiMSIsImlkZW4i01iJjaGFuZHJha2FudDEu
Z0ByaWwuY29tIiwidGFJIjoiWSIsImShbSI6IkNoYWS5kemFrYW50IiwiZXhwIjoxNjk4NzISNDQILCIpYXQ
10jE20Tg3Mjc2NDUsImFpZCI6IjBhZQ2MmE4LTg4MDULtMTZkMCO4AMTg4LWYxYTA2ZQ5MTN1OCJT9 . XDbOM
XV3xVahWC3SAQRLS8HFjJCH4C40b4mtmPwpl 60HLNSULSVRt 7w—- ",

"uri": "https://jiosign.com/",
"errmsg": "",
"luuri": "https://jiosign.com/"
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5.2.8.1.27 lJiosigner websocket based Action=5 SIGN_DOCUMENT
Request the signed hash (action 5) and receive action 6 (the signed hash) in response. You need to
pass the document's hash here, and the action token from Step 6 should also be included as a token.

Request:
Parameter Type Leng Mandatory Sample Description
th
action Int 2 Y 15
pkey String CM Pass Value received Public key of user who is
from action 4 initiating the sign request.
Encoded value needs to be
passed.
cchain String CM Pass Value received Certificate chain based on user
from action 4 selection from frontend.
Encoded value needs to be
passed.
errMsg String CM Pass empty If any errmsg will be passed
here
token String M Action-token Action Token received in
earlier request
uri String CM https://jiosign.com/ Url of a portal
docs ] Contains list of all document
which needs to be signed and
its hash.
docs.id String M Id received in Hash request
response . Step 6
docs.hash String cM Hash value received in Step 6
needs be passed here
luuri String 200 M This uri is used to check the
version upgrade of jiosigner
Sample:
{
"action": 5,
"pkey": "MIIFYDCCBEigAwIBAGIUSYxY1+

+2+0/byo0tv/AV1+VQvcuIwDgYDVROPAQH/BAQDAGO4AMAOGCSgGSIb3DQEBCWUAAL IBAQALbt ruHUCSCcSJEC
SG8WWERKP6mulbUojmdzkRWNGOf1+bkxgJ2fI9CrobgdSiQBkNUhmeP1FdI3iWH2IdPeNxwRi3tZwAfoffw
wR7sU//0ZLbEVRGMItifNAtpzBQtLbhocQPI912U+Dkg] fwz7gIbCU4tOeF/+AvniW/Wb4bHYuUg2SOxF70F
hu+PxtZkRQPGzi0D/V/rjOwD2F1WEfTK7X6M+CX2n8r/mHnU/k01ICgOq+FbpD64EN10JK6qpIn2DsbN39x0
YmfuaBLDwUf1F3/IpMcjcLFIJLGEWdouQlYQKG])3b39msmX0roNCINJIJP/dBbpA7EvxIvrbt2haaHXwm",
"cchain": "MIIFYDCCBEigAwIBAgIUSyxY1l+

+n0o8/2SSPFi5vNt0fs4T4dYh15z+7TbAR2Y+60SKUgi2cOwSQIDAQABO4ICRTCCAKEWDAYDVROTAQH/BATIwW
ADAfBgNVHSMEGDAWgBT1tt2Q0MziMKaR5DEgOHURfLUN9TDBZBggrBgEFBQCBAQRNME swSQYTIKwYBBQUHMAG
GPWhOdHA6Ly9kZXYuZWpiY2EuamlvbGEFicy5jb2060DA4MCOlamJjYSOwdWIsaWN3ZWIvec3RhdHVZzL295¢3
AwgYkGA1lUdLgSBgTB/MH2ge 6B5hndodHRwO18vZGV2LmVgYmNhLmppb2xhYnMuY29t0jgwODAVZWpiY2EvC
HVibG1ljd2ViL3d1YmRpc3QvY2VydGRpc3Q/ /P/W87UwcS+
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/ARMUbGS/aj695dGwv1oqgqPFwrgl4DxCg08444pvkUan85xwGS32k9t7TwIgSKkWEWO IXxfNKHKmJIIp3GxRULR

121mU0Vg2Z2g2NjH9shbfnXVU1£7/1vRzOTZ9uKx5MMkD1QpPWxDd5",
"errmsg": "",

"token":

"eyJ0eXA10iJKV1QiLCIhbGci0iJSUZzUxMiJ9. .h B6eX4TcjgA gKWb8wD3wwxaXgZzC3P

rvdPomSsXe8gGIGuGX3SCaGK2CkuTIJEumhGgiVFlaezMnxz3B7hBNXGVypskE1h8ko41dEdwO1TuEKEfHNTr3
RG-VmL3VTObmFTwgRz91itTxJ7xZbCjF50p-JJ42dcP zzAHKhfvufgmoenFpkOutMCqhOrWk9Xi-
euyTdEgYrgPh9iEcmr81QG40RSS2CS5XynTu3dPSx7edRmcuSwLL54YdCJ22FEHgAh8ax00 kUmSwl GNh
N068sn5tKJ1iKQDreOKHEFCoVewBpFSgonwIbQukudwS2g-EBF3TFaJYWEAugyC9-ulelkg",

"uri": "https://jiosign.com/",
"docs": [
{
"id": "0af4629f-8b37-1b1d-818b-4777£92f04al1",
"hash": "FmYteofZ79RFgdY1nJ/Zt50MkR/01WGW7QKpYWtdXkM=""
}
I
"luuri": https://jiosign.com/

Response: Action 6 SIGN_DOCUMENT_RESPONSE

# Parameter Type Length Mandatory Sample
1 action Int 2 Y
2 pkey String C™M
3 cchain String CM
4 errMsg String CcM
5 token String M
6 uri String CM https://jiosign.c
om/
8 docs (]
9 docs.id String M
10 docs.hash  String CcM
11 docs.signe  String CM
dhash
12 luuri String 200 M

Page 75 of 117

Description

Public key of user who is initiating
the sign request. Encoded value
needs to be passed.

Mandatory
Certificate chain based on user
selection from frontend.

Encoded value needs to be passed.

Mandatory

If any errmsg will be passed here
Action Token received in earlier
request

Url of a portal

Contains list of all document which
needs to be signed and its hash.
group Id for the document which
needs to be signed.

Signed hash of the document.
Which is received from jiosigner
This uri is used to check the version
upgrade of jiosigner
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JioSign API Specification

Sample:
{
"action": o,
"pkey": "MIIFYDCCBEigAwIBAgIUSyxY1l+

/+AvnW/Wb4bHYuUg2SOxF70Fhu+PxtZkRQPGzi0OD/V/rjOwD2F1WETK7X6M+CX2n8r/mHnU/k01ICgOg+Fb
PD64EN10JK6gpIn2DsbN39x0YmfuaBLDwUL1F3/IpMcjcLFIJLGEWdouQlYQKG]3b39msmX0roNCINJJP/dB
bpAT7EvxIvrbt2haaHXwm",

"cchain": "MIIFYDCCBEigAwIBAgIUSyxY1l+
1fNAtpzBQtLbhocQPI912U+Dkg]jfwz7gJbCU4t0eF/+AvniW/Wo4bHYuUg2SOxF70Fhu+PxtZkRQPGz1i0OD/V
/rJOWD2F1IWETK7X6M+CX2n8r/mHnU/k01ICgOg+FbpD64EN10JK6gpIn2DsbN39x0YmfuaBLDwUf1F3/IpM
cjcLFILGEWdouQlYQKG] 3b39msmX0roNCINJjP/dBbpATEVxIvrbt2haaHXwmMI IDTTCCAJWgAWIBAGIULg
W/P/W87UwcS+ziDrNLGsqIKWMwDQYJKoZIhvcNAQELBQAWL JERMA8SGAIUEAWWIS1BMREVWQOExXDDAKBgNVE
AoMAOPQTDELMAkKGA1UEBhMCSU4wHhcNMjEXMDA3MDQzMTUSWhcNMzExMDA1IMDQzMTU4 W AUMREWDwWYDVQQD
DAhKUEXERVZDQTEMMAOGALIUECgwDS1BMMQswCQYDVQQGEWJJITJCCASIwDQYJKoZIhveNAQEBBQADggEPADC
CAQOoCggEBAM5CguS/1ffo+//ctulCIZe+QOXVuQylKOneMhLjFkmS9+ngpdTSLy3TB58tz81iGgBtAGQURAN
Y/N2uWD660g4rVOVBYQPx0AWzQ7nygXOU0G/ySHOYZVIWOSFVgwb5CngmBdQBUKLSyJ9AxXxyA4HXFR6ksQt
0dk/11vXrAiI2yvdmcpPf4F5gFMj+RWMLg57TDWbPXY6m7/biQLa/UgD/Ed67Z25m7QUAzgjh84tt8Xa%ulv
OCw9snicZfsGK4fpUIOUXASBUOexspgprOzghudQhYAB6Nn8cc76pVSR51irhIikoKaBTkP+DXmLsOL6r/sVk
MoftgCR2Fi716mZD/ZGECAWEAAaNJMGEwDwYDVROTAQH/BAUWAWEB/ zAfBgNVHSMEGDAWGBT1tt20Mz iMKa
R5DEgOHURfLUNOTDAdBgNVHQAEFgQU9bbdkDM4 jCmkeQxIDh7kXy1DfUwwDgYDVROPAQH/BAQDAGGGMAOGC
SgGSIb3DOEBCWUAA4IBAQDIhgGzHXOAQMIKAWozRSGODZD+yJj+pvgfGK1Fbg4UYXaSTh+HaqwQMpXHvix0W
90VebT1BQkMITFIayWnzaCxQ/3x41K303dRA710/gSFyyyCbCiKBQfedEn/IFEhM/TuGaWsAOIFi5GNPZXE
XCSQYYx79XwjYp47jr8gsHpGiX3mXNosTyu8D7WCCxnKCp9vbuOSkajThHn2S/AAmubGS/aj695dGwvloqgq
PFwrgqI4DxCg08444pvkUan85xwGS32k9t7TwIgSkWEWIIxfNKHKmIIp3GxRUtR121mUOVg2Zg2NjHIshbfnX
VU1£7/1vRzOTZ9uKx5MMkD1QpPWxDd5",

"docs": [

{

"id": "0af4629f-8b37-1b1d-818b-4777£92£04al",

"hash": "FmYteofZ79RFgdY1nJ/Zt50MkR/01WGW7QKpYWtdXkM="",

"signedhash": "MIAGCSQGSIb3DQEHAQCAMIACAQExDzANBglghkgBZOMEAGEFADCABgkg
hkiGOwOBBWEAAKCAMIIFYDCCBEigAwIBAgIUSyxY1+Uldov74glKhmOrcLaWHwcwDQYJKoZ IThvcNAQELBQA
WLIJERMA8GA1UEAWWIS1BMREVWQOEXDDAKBgGNVBAOMAOPQTDELMAKGA1UEBhMCSU4wHhcNMj IwODI zMDgwM]j
IxWhcNMjUwODIyMDgwMj IwWjBAMRkwEFwYDVQQODDBBKaW9TaWduIERTQyBUZXNOMRAWDGYDVQQLDAJUZXNOT
E9VMOwwCgYDVQQKDANKUEWXEzZARBgNVBAgMCk1lhaGEFyYXNOcmExXxCzAJBgNVBAYTAkIOMIIBIJANBgkghkiG
9wOBAQEFAAOCAQ8AMI IBCgKCAQEAtbpjOGTaMmIZ55hi oEBcNECVUrl1kSBXUJdoW97PIn0vEvJOGuUlQI463
nELeqzzQvYiHATI2529+m6ChjyzPFImlRrSEqQdFI84ROvYIud4G05r1 PRAUEBIRUGKIx04pJ4+bUO+T1YPSEB
9usPVu8flwiWFRyoepbjbAFuJzel5xdXd4dh2g+iWeF4+VSIRebYHicHRKENKNDgIJBVYadTVi780ILRLzQdA
Xq61GdOIA8//Ag3YEGXk+OGGFHMWD4 /hvbY6gAI19ImgzWz/8Q9Y/TAE8JCcFuUqOLE/1Hk324hEkXfVIxXel
hgQyESWD+YFx/IoEFmMkEFYiToNLNSkcfymPu/20XzBuDZALYC7/R/0S8hJgNIFye/+XjpL2T+zqUdps3y9yw
IMVmM2AX7PCDV1/wBkA4C4/3RI/9x7yrNcld5IjAR2RGNPFIgpMaanja+x+krDZ4JVxQd555795RsJKKUGSQ
AAAAAAAA="

}

1,

"token": "eyJ0eXAi01JKV1QiLCJhbGci0iJSUzUxMiJ9. -ulelkg",
"uri": "https://jiosign.com/",

"errmsg": "",

"luuri": "https://jiosign.com/"
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5.2.8.1.28 Jiosigner websocket based Action=9 CLOSE_JIOSIGNER
Call to close jiosigner.

Sample :

"action": 9,

nn
4

npkeyu .

"cchain": "H,

"errmsg": "",

"token": "eyJ0eXAi01JKV1QiLCJIhbGci0iJSUzUxMiJ9.eyJIsaWQiO1iJFTUwtMDF1ZDNkOTctZDNi

Yi0xYTcwLWIOZWUtZDNiNWVhOTU3M]IyIiwiaXNzIjoiSmlvU21lnbi5jb20iLCJIzZXNzaWOuSWQiOiJrclU
rc2NgWkxiaUVIUTVMRGVYTnRBbitVcTg9IiwidGZhIjoiWSIsIndwVHIhbnNObyI6Ik9WcHdAWa3glvUdaNm
FuWlF1VEV6VWslalRtaH1kM2hrVGxaM1BRIiwiYXNzTHZsIjoiMyIsInVpZCI6IjBhZjQ2MmJ1LTg0YTALM
TJiINSO04MTgOLWM3YTMzZmNmMDMzZCIsInIiOiIzMCIsImFO0IjoiMSIsImlkZW4i01iJuYXZ5YS5rb25kYWtp
PmMRPpQHIPLC57b20iLCIOYWMIO1JZIiwibmFtIjoiUmVkZHkiLCIJ1eHAIOjE3MDAONFAWMTEsIm1lhdCI6MTc
wMDQ1ODIxXMSwiYW1kIjoiMGFmNDYyYmUtODRhMCOxXMmI1LTgxODQtYzdhMzM4ZGEWMzNiIn0.YLMHXUJTKv
HOgZEJA1L8PavGbT8lrflQhaPXRgdESS3TELZSYck-
£pmOGVAsQevhWTUMOaa5BhXZ60suNP5aMHVzJzQXho90GdrWESCmaH LkrBvt6FSkJgRADWbuXZgatZdRDC
ITBbDyaV8Dlluj2b-
_ HNMVhvbmCN9BeEZeaAJDUekO0rOuWfLsI210Wh61FONpOzDwyPYGmzs1DKpubll690BpIekSU9HmM] -
kEy9m7uNnHeZw22Rul9ZlanrDT6u8tqbomX2BCQvaErzAhvUZ3IpgPc2 lcLrNwbbAbFFMcB37nNXW78X1i£fD
pPSHSP4HIMLALIMEYTI8M5q85iQG g",

"uri": "https://jiosign.com/",

"docs": [

{
"id": "0af4629f-8b37-1b1d-818b-4777£92f04al",
"hash": "",

"signedhash": ""

1r

"luuri": "https://jiosign.com/"

Response:

Jiosigner will be closed.

Request:

# Parameter Type Leng Mandatory Sample Description
th

1. action Int 2 Y 9

5.2.8.1.29 Jiosigner websocket based Action=10 Unauthorized access
If Token is Invalid or any other error message related to authorization, It will throw this error
message, RP’s must handle these error messages
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Response:
# Parameter
1. action
2. pkey
3. cchain
4. errMsg
5. token
6. uri
7. docs
8. docs.id
9. docs.hash
10. docs.signedha
sh
11. luuri

Type

Int
String

String

String
String
String
[l

String

String
String

String

Sample Error response:

{

Leng
th
2

200

Mandatory

Y
c™M

CM

CM

CM

CM
CM

Sample

10
Pass empty

Pass empty

Pass empty
https://jiosi
gn.com/

Pass empty

Pass empty

JioSign API Specification

Description

Public key of user who is initiating the sign
request. Encoded value needs to be passed.

Mandatory
Certificate chain based on user selection
from frontend.

Encoded value needs to be passed.

Mandatory

Error message will be appear here
Action Token received in earlier request
Url of a portal

Contains list of all document which needs
to be signed and its hash.

group Id for the document which needs to
be signed.

Signed hash of the document. Which is
received from jiosigner

This uri is used to check the version
upgrade of jiosigner

"action": 10,

"errmsg": " Unauthorized access, please pass the correct values."

5.2.8.1.30 Jiosigner websocket based Action=8 Error message from Jiosigner
If Jiosigner closed by cross button, this action will be trigged this error handling must be done on RP
side. Its a Jiosigner Response . Sample format below.

Response:
# Parameter Type Leng Mandatory Sample Description
th
1. action Int 2 Y 8
2. pkey String CM Pass empty Public key of user who is initiating the sign

request. Encoded value needs to be passed.

Mandatory
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3. cchain String CM Pass empty Certificate chain based on user selection
from frontend.
Encoded value needs to be passed.
Mandatory

4, errMsg String CM Pass empty If any errmsg will be passed here

5. token String M Action Token received in earlier request

6. uri String CM https://jiosi  Url of a portal

gn.com/

7.  docs [ Contains list of all document which needs
to be signed and its hash.

8. docs.id String M Pass empty group Id for the document which needs to
be signed.

9. docs.hash  String CM

10. docs.signe  String CM Pass empty Signed hash of the document. Which is

dhash received from jiosigner
11. luuri String 200 M This uri is used to check the version

upgrade of jiosigner

Sample Error response:

{

"action": 8,
"pkeyﬂ: n H’
"Cchail’l”: "H’
"docs": [

{
"id": "0af4629f-8b37-1b1d-818b-4777£92£04al",
"hash”: "”’

"signedhash": ""

1,
"token": "eyJ0eXAiOiJKV1QiLCJhbGci0iJSUzUxMiJ9.
fbUoUAOKcNVCiTpo 3YutDbRbJ3 eJAl44KvmnYSbA",

"uri": "https://jiosign.com/",
"errmsg": "You have cancelled document signing",
"luuri": "https://jiosign.com/"

Profile Name Update API for DSC
5.2.8.1.31 Details
e APl will update the Profile Name of the user signing the document by DSC.
e APl needs valid user session therefore RPs need to send the action-token in request header
which have been received in the response from Step1/Step2.
e If profile name already exits, it will update the name with new value.
e Pass asslvl=3 for profile Update.



5.2.8.1.32 API Endpoints

Http
Method

POST

URL

https://{FQDN}/docmgmt/v1.1/document/sign

5.2.8.1.33 Input

# Request Body Type
Parameter

1. name String

2. asslbvl String

5.2.8.1.34 Output

Length Mandatory
100 M
2 M

Outputl: Error, in case APl runs into technical error

# Parameter Type
Array(]
1. errcode String
2. message String
Output: Success
# Parameter Type
1. message String

Get Group details for DSC

Length Mandatory
11 Y
50 Y
Length Mandatory
100 Y

JioSign API Specification

Note Output Format
Refer {FQDN} application/json
in EndPoint

section above.

Sample Description
Name of the user to be used for
document signing.
Mandatory for signing request if
name does not exist in the JioSign
System.
3 DSC Update profile Name(Must pe
passed 3)
Sample Description
JDSH-LO-100 Error code of request. Check
error code for structure
details.
Message Message from API
Sample Description
Profile name It will return success
updated response

successfully

API will return all the documents which are pending for the user’s signature to be signed by DSC as
signature method. RPs can fetch all such documents for the user from this APl and then loop in for

Bulk DSC signing.

5.2.8.1.35 Details

API will return all group Ids related to DSC, waiting for user’s signature.

RPs should be an owner or creator for all these documents.



5.2.8.1.36 API Endpoints
Http

URL

Method

POST

https://{FQDN}/docmgmt/v1.1/document/pages

5.2.8.1.37 Input

=

10.

11.

Request Body
Parameter

limit

offset
sort
sort.by

sort.order

search
search.groupNa
me
search.grouplds
search.status

search filter

search.allDoc

Type Length Mandatory
int Y
int Y
Object{} (@\Y|
Int Y
int Y
Object{} (@\]
String 200 C™M
List c™M
Int C™M
Int c™M
String Y

Sample

500

1,2,3

ABC

groupld

JioSign API Specification

Note Output Format

Refer {FQDN}
in EndPoint
section above.

application/json

Description

No of documents to be return(max
limit 500)
Page number

Order By value

1- Create timestamp

2- Group name

3- Status

4- Last signed Date
Order ascending, descending

1- Ascending

2- Descending

Name of the group

Comma separated grouplds.

1-ALL

Filter for different search operations
8=waiting for DSC signature

This will fetch all the documents
which are pending to be signed in
the user’s account.

RPs need to pass this value as 1 to
fetch the documents associated to
that account for the user.



Sample Request :

{
"limit"™: "10",
"offset": 1,
"sort": {

"by":

"order":

nyw,

non

by

"search": {
"groupName" :
"groupIds": [
"status": "1"
"filter": 8,
"allDoc": "1"

5.2.8.1.38 Output
Outputl: Error

# Parameter

Array(]
1. errcode

2. message

Output2: Data is present.

# Parameter
1. groups
2. group.groupld
3. group.name
4, group.ownerld
5. group.creatorld
6. group.cdate

7. group.status

"sam" ,
“c0934”],

’

Type

String

String

Type

Object(]
String
String
String
String
String

Int[]

Length

11

50

Lengt

50

200
200
200

2

JioSign API Specification

Mandatory Sample
Y JDSH-LO-100
Y message

Mandatory Sample

12345

RentalAgg
Ownerld for user
Createrld for user
yyyy-mm-dd
HH:MM:SS

Y 1/2/3

< < < < <

Description

Error code of request. Check
error code for structure
details.

Message from API

Description

Selected group id.

Name of group

Owner of the document
Createrld of the document
Document added/created
date.

Shows the signature status
for group.

8-Waiting for my Signature
2-Waiting for Participant
Signature

3-Signed

4-Waiting for all Signature
5-Previous signatory not
sighed document.waiting for
their sign

7-Declined by participant
6-Declined by me
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9-Signed By Me

8. group.partCt Int 2 Y 5 Contains participant count
for given group include
viewer and signer.

9. group.access Int 2 Y 1/2 Participant Access to the
document.
1 - Signer
2 - Viewer
10. group.grpStatus Int 2 Y 1/2/3 Status of the group/bundle.
11. group.sgndCt Int 2 Y 2 Count of participants who
have signed.
12. group.sgnrCt Int 2 Y 2 Count of participants who

are signer for the document.

13. group. vwrCt Int 2 Y 2 Count of participants who
are viewer for the
document.

14. group. decCt Int 2 Y 2 Count of participants who

decline the document.

15. group.assivl Int 2 Y 3 Asslvl for signatory

16. group.authHandle String 200 Y AuthHandleld of signatory
Id

17. group.accountld String 200 Y Accountld for Signatory

18. group.lastSignedT String 200 Y LastSignedDate timestamp
ime

5.2.9 Document — Status Check
API takes care of giving the status of Document. Can be used for polling API for further
actions by RP.

Details
e Avalid session needs to be there for the APl consumption, Session creation can be done using
JioSign portal.
e APl return groupld and current status.

AP| Endpoints

Http URL Note Output Format
Method
GET https://{FQDN}/docmgmt/v1.1/document/dat Refer {FQDN}in application/json
a/status/{groupld} EndPoint section
above.
Input
# Request Path Type Length Mandator Sample Description

Parameter y



1. {groupld}

Output
Outputl: Error

# Parameter

Array([]
1. errcode
2. message

Output2: Success

# Parameter
1. groupld
2. status

5.2.10 Document-G

String

Type

String

String

Type
String

Number

et Data

50

Length

11

50

Length
50

2

Y 1123-3223-
4333-2344

Mandatory Sample

Y JDSH-LO-100

Y message

Mandatory Sample
Y 1234

Y 1/2/3/4

JioSign API Specification

document envelop id/groupld for
which status needs to be checked.

Description

Error code of request. Check error
code for structure details.

Message from API

Description

Unique document envelop (groupld)
sent in request.

Status of Document Envelop
(Group).

Check the API Constant for Group
Status values and description.

APl returns document information based on groupld sent as parameter.

Details

e Valid session token needs to be sent in request header, else API will return error.
e groupld needs to be passed as request parameter.
e Provides document and related information in the response.

AP| Endpoints

Http URL
Method
GET
ld=<data>
Input

# Url Parameter

1. groupld

Type

String

https://{FQDN}/docmgmt/v1.1/document?group

Length

50

Note

Refer {FQDN} in

Output Format

application/json

EndPoint section

above.
Mandator Sample
Yy
Y 1234

Description

document envelop id/groupld for
which data needs to be returned.
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Output
Outputl: In-case of any error or not data Scenario
# Parameter Type Length Mandator Sample Description
y
Array([]
1. errcode String 11 Y JDSH-LO-100 Error code of request.
2. message String 50 Y message Message describing the reason of
failure.

Output2: Data is present

# Parameter Type Length Mandato Sample Description
ry
1. Object
2. groupld String 50 Y 1234 document envelop id/groupld of
selected group.
3. groupName String 200 Y RentalAgg Name of group
4. orgld String 50 N 128 Organization Id associated with group
5. createTime String Y yyyy-mm-dd Document added/created timestamp.
HH:MM:SS
6. updateTime String Y yyyy-mm-dd Document updated timestamp.
HH:MM:SS
7. deadline String Y yyyy-mm-dd Document deadline.
HH:MM:SS
8. accessibility Int 2 Y Will always be 0.
9. lock Int N Locked status of the document.
10. lockedBy String 30 N Lockedby user Id.
11 status Int 2 Y 1/2/3 Status of the document.
12, message String 500 N Message User entered message to be used in
notification mail.
13. ownerld String 50 Y 123-123--3123 Owner user Id.
14. creatorld String 50 Y 12-123-23-12  Creator User Id
15. docs Object] NA Y NA Main object which holds list of files.
] Attributes are mentioned below.
16. docs.document  String 50 Y 12343 Document Id of document.
Id
17. docs.document String 200 Y Rental Name of the document
Name
18 docs.document String 100 Y pdf Type of the document
MimeType
19. docs.document  String 10 Y 18681 Size of the document
Size In KB
20. docs.createdTi  String 10 Y 25-03-2020 Document Created date.
mestamp HH:MM:SS
21. docs.docType Int 2 N 2 docType=2 will be for Supporting

documents.
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5.2.11 Document - Get Participants Status

This api will return list of participants along with their signing status for the document. RPs
can use this APl to poll and check if any of the participants has signed the document.

Details
e RPs should have valid session and access to the document/group.

e APl starts only if valid session and access is present, otherwise error will be sent.

e APl will return participant status along with their signing status.
e This APl return all the signatory regardless of their signing status.

AP| Endpoints

Http URL Note
Method
GET https://{FQDN}/docmgmt/v1.1/docume Refer {FQDN}in
nt/participants/status?groupld={grpld}  EndPoint section
above.
Input
# Request Type Length Mandatory Sample
Parameter
1. groupld String 50 Y 1234-2091-
2912-2938
Output
Outputl: In case of any error
# Parameter Type Length Mandatory Sample
Array([]
1. errcode String 11 Y JDSH-LO-100
2. message String 50 Y message
Output2: Success
# Parameter Type Length Mandatory Sample
Object(]
1. groupld String 50 Y 12111
2. userld String 50 Y JID-
3. identifier String 320 Y email@email.co
m
4. identifierType Int 5 Y 1/2
5. assurancelevel Int 2 Y 1

Output Format

application/json

Description

document envelop id/groupld
for which participants status
are to be fetched

Description

Error code of request. Check
error code for structure
details.

Message from API

Description

Document Envelop Id
(Groupld).

User Id who is participant in
Document.

Email or phone number of
the participant on which
invitation was sent.
Participants Identifier Type.

Check API Constant for
Identifier Type details.
Assurance level of record.


mailto:email@email.com
mailto:email@email.com

10.

11.

12.

13.

14.

15.

16.
17.

18.

access

accessld

status

signOrder

message

authHandleld

accountld

createTime
updateTime

randomUuid

meta
neslEsignLink

neslError

Int 2
String 50
Int 2
Int

String 200
String 50
String 50
String 15
String 15
String 50
Object

String

String

5.2.12 Document - Get Card Details

API returns the document cards detail.

Details

CM

CM
c™M

Cc™M
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1,2

1235-1929-
1920-9291

1,2,3,4,)5

1,2,3,4

Comment to be
passed

lele-12e-12e

lele-12e-12e

yyyy-mm-dd
HH:MM:SS
2022-05-06
11:56:06
K3I13SDA1MOpo
UUMzK1dOeFZZ
dOdmbW1ldXZr
PQ

Check API Constant for
Assurance Level details.
Access of the participant in
document signing request.
Unique Id for given
participant for given
document.

Status of the group access for
participants. This field talks
about the participant status
in document signing.

Check API Constant for Sign
Status.

If signing order is defined,
then this field gives the order
value for participant.
Comments while signing /
declining. This field will be in
response only if comments
are added.

Auth Handle Id, specific to
each Participant. Unique Id
for each participant.
Business Account Id which is
associated to participant.
Created time stamp

Updated time stamp

Random unique identification
string for a participant and
will vary for each document

Required for NESL ESignLink
Gives the eSign link to sign
the document using NeSL
signature method

Return the errors when any
exception return from NESL

Valid session token needs to be sent in request header, else API will return error.

This api will provide the cards detail of all the participants in a document.
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Http URL
Method
GET
nt/cards
Input
# URL Parameter Type
1. accesslds String[]
2. groupld String
Output
Outputl: In-case of any error
# Parameter Type
Array(]
1. errcode String
2. message String
Outputl: Success
# Request Body Type
Parameter
1. Object(]
2. cardld String
3. accessld String
4, documentld String
5. totalPage Int
6. cardX Float
7. cardyY Float
8. cardH Float
9. cardW Float
10. Unit String
11. cardColor String
12. cardType String

Length

50

Length

11
50

Length

50
50

50

50
50

50

https://{FQDN}/docmgmt/v1.1/docume

Mandatory Sample
CM

Mandatory Sample

JioSign API Specification

Note

Refer {FQDN} in

EndPoint section

above.

Output Format

application/json

Description

Accepts multiple value comma
separated.

Maximum of 36 id in one call.

document envelop id/groupld
for which card details need to

be fetched

JDSH-LO-100
message

Mandatory Sample

2 2 < <

920902
1122-2120112

812899-22-2-
22
1

123.2
12.1

23

2

px
H#FRSRWY

Initial/Signatur
e

Description

Error code of request.
Message from API

Description

Primary Key

Access Id/Participant to
which card information is
associated.

Document Id on which
cards is placed.

Total number of pages in
the document.

X coordinate of the card
on document.

Y coordinate of the card
on document.

Height of card.

Width of card

Unit of x, y, w, h values.
Color of the card which
was given for participant.
Type of card which is
placed in Ul.
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Check API Constant for
details.

13. cardAngle String 50 N 0 Angle of the card if user
has rotated.
Currently this is always 0
as JioSign does not
support card rotation.

14. cardPageNo Int Y 1,2 Page on which card has
been placed.

15. cardOnPage Int Y 1,2 If card need to be added
on all page or only
cardPageNo.

Output3: No Data

# Parameter Type Length Mandatory Sample Description
1. message String 50 Y message Message from API

5.2.13 Document - Delete Participant
This api will delete the participant for a given groupld and accessld. Accessld for the
participant can be retrieved from Get Participant Status API.

Details
e RPs should have valid session and access to the document/group.
o APl will check for below validations:
1. Participant to be deleted should not have signed the document.
2. Participant to be deleted cannot be Document Owner or Document Creator.
3. Document should not have been finalized.

AP| Endpoints

Http URL Note Output Format
Method
DELETE  https://{FQDN}/docmgmt/vl.1/docume Refer {FQDN}in application/json
nt/participant?groupld={grpld}&accessl EndPoint section
d={accessld} above.
Input
# Request Type Length Mandatory Sample Description
Parameter
1. groupld String 50 Y 1234-2091- document envelop id/groupld
2912-2938 for which participants details
are to be fetched
2. accessld String 50 Y 1234-2091- Unique Access Id for given
2912-2938 participant for given
document
Output

Outputl: In case of any error
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# Parameter Type Length Mandatory Sample Description
Array[]

1. errcode String 11 Y JDSH-LO-100 Error code of request. Check
error code for structure
details.

2. message String 50 Y message Message from API

Output2: Success

# Parameter Type Length Mandatory Sample Description
1. message String 50 Y Participant Message from API
deleted

successfully.

5.2.14 Document - Finalization Workflow
Document Finalization workflow steps is described below.

Workflow Steps | APl Name Description
Step 1 Finalize Initiate APl initiates document finalization. Click on link to jump to the
section.
Step 2 Finalize Initiate API tells the status of Initiate Call.
Status

Important Points:

e Avalid RP session needs to be there for the APl consumption.
e  Workflow sequence should be followed otherwise API will fail.

Document — Finalization Initiate

5.2.14.1.1 Details
e APl will initiate document finalization.
e APl will have below validations
1. The document should not have been finalized.
2. There should not be any pending participants to sign the document.
3. User who is finalizing the document should have proper access.
e At this step data validation occurs on the document which is to be finalized. APl might return
data validation errors at this stage.
e After receiving response from this API call, RPs needs to poll and check finalization status using
Step2 (Document Finalization Status).

5.2.14.1.2 APl Endpoints

Http URL Note Output Format
Method
POST https://{FQDN}/docmgmt/v1.1/document/finalization Refer {FQDN}in application/json
EndPoint

section above.

5.2.14.1.3 Input
# Request Body Type Length Mandat Sample Description
Parameter ory




1. groupld

5.2.14.1.4 Output
Outputl: Errors

# Parameter

Array(]
1. errcode

2. message

Output

# Parameter
1. status

2. action-token

JioSign API Specification

String 50 CM 1234-2091- Document Envelop Id (groupld)
2912-2938  which RPs wants to finalize.

Type Length Mandatory  Sample Description

String 11 Y JDSH-LO-100 Error code of request. Check
error code for structure
details.

String 50 Y Message Message from API

Type Length Mandatory  Sample Description

String 20 Y INITIATED Status of Document

Finalization Initiated Status.
Check details section of API
for different status.

String NA Y Action Token Temporary action token
issued document finalization.
To be passed in finalization
workflow status api call.

Document — Finalization Status

5.2.14.1.5 Details

e Polling API to know the status of document finalization.

e RPs should stop polling once they receive “COMPLETE” status.

e APl returns 200 OK, with below status value in response. RPs need to handle status value to
complete the entire process.

Status Value

Description

INITIATED e Document Finalizing is initiated.
e RPs needs to continue Polling to know status.
RECEIVED e Data sanitization has been completed.
e RPs needs to continue Polling to know status.
RUNNING e Document finalization is happening.
e RPs needs to continue Polling to know status.
SIGNED e Document is digitally signed, but still process is not complete, final steps are being
done by API.
e RPs needs to continue Polling to know final status.
COMPLETE e Processis completed.

e RPs stops poll after this status it gets in the response.

e Check “message” attribute, which will have “@k” or ”-/error message” value.
If the value is not “ok”, it means that API is not successful.

e ok: Means signing/decline is Success.
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e error: Means signing/decline is - RPs needs to show error message to the
user and ask them to reinitiate the process.
e RPs needs to start the process from the beginning if “Error” status is received
during polling API call.

5.2.14.1.6 API Endpoints

Http URL
Method

GET https://{FQDN}/docmgmt/v1.1/document/finalization/status

5.2.14.1.7 Input
No Parameters.

5.2.14.1.8 Output
Outputl: Errors

# Parameter
Array(]
1. errcode

2. message

Output
# Parameter
1. message
2. status

Type

String

String

Type
String

String

Length

11

50

Length
20

20

5.2.15 Document — Delete Document
API takes care of deleting of group/document.

Details

Mandatory

Mandatory
Y

Sample

JDSH-LO-100

Message

Sample

Error
OK

FINALIZING
COMPLETE

e Avalid session needs to be there for the APl consumption.
e APl will delete group/document in JioSign system.
e Only document owner can delete the document.

e Signed or finalized documents can also be deleted.

Note Output Format

Refer {FQDN} application/json
in EndPoint

section

above.

Description

Error code of request. Check
error code for structure
details.

Message from API

Description

Message from API.

If status value is COMPLETE
and message is OK, means
signing is successful.

Status of Finalization Request
Check the details section of
API for more information.
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AP| Endpoints

Http URL Note Output Format
Method
DELETE  https://{FQDN}/docmgmt/v1.1/document/dat Refer {FQDN}in application/json
a/{groupld} EndPoint section
above.
Input
# URL Parameter Type Length Mandatory Sample Description
1. groupld String 200 Y 12312-123- document envelop id/groupld

12312-321 which needs to be deleted.

Output
Outputl: Error
# Parameter Type Length Mandatory Sample Description
Array(]
1. errcode String 11 Y JDSH-LO-100 Error code of request. Check
error code for structure details.
2. message String 50 Y Message Message from API

Output2: Success

# Parameter Type Length  Mandatory Sample Description
1. message String 50 Y Document Message from API
deleted

successfully.

5.2.16 Document - Get Original File
API returns the original uploaded file.

Details
e APl will download the uploaded files in JioSign system and sends back binary stream content.
e APl checks access of the user before, incase of no access APl sends error back.
e APl can download supporting documents uploaded by owner as reference for the signing
document.

APl Endpoints

Http URL Note Output Format
Method
GET https://{FQDN}/docmgmt/v1.1/docume Refer {FQDN}in application/pdf -in case of file
nt/original/file?groupld=<val>&docld=< EndPoint section gets downloaded.
val> above.

application/json — In case of
Error.

Input
# Url Parameter Type Length Mandatory Sample Description
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1. groupld String 50 Y 1111 Selected document envelop
id/groupld.

2. docld String | 50 Y 1222 Selected document id.

Output
Outputl: In-case of any error or not data Scenario
# Parameter Type Length Mandatory Sample Description
Array(]

1. errcode String 11 Y JDSH-LO-100 Error code of request.

2. message String 50 Y message Message describing the reason of
failure.

Output2: Data is present

# Parameter Type Length  Mandatory Sample Description

1. fileData Binary Y File content

5.2.17 Document - Get Signed File
API takes care of downloading the file which is signed by at least one participant.

Details

e APl will validate proper access for the user, otherwise error will be returned.
e Ensure valid session token is shared in header.
e If no participant has signed the document, then API will return 404.

APl Endpoints

Http URL Note Output Format
Method
GET https://{FQDN}/docmgmt/v1.1/signed/file?groupld=<val> Refer application/pdf -in case
{FQDN} in of file gets downloaded.
EndPoint
section application/json — In
above. case of Error.
Input
# URL Parameter Type Length Mandatory Sample Description
1. groupld String 50 Y 1233 Selected document envelop

id/groupld.
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Output
Outputl: In-case of any error or not data Scenario
# Parameter Type Length Mandatory Sample Description
Array[]
1. errcode String 11 Y JDSH-LO-100  Error code of request.
2. message String 50 Y Message Message describing the reason of
failure.

Output2: Success

# Parameter Type Length Mandatory Sample Description

1. filedata binary Y NA File content of signed document.

5.2.18 Document — Get Audit Trails
API provides audit trail information for the given group/document.

Details
e Avalid session needs to be there for the APl consumption.
e Limited eventlds can be queried, check API Constant section for allowed event ids.

APl Endpoints

Http URL Note Output Format
Method
GET https://{FQDN}/docmgmt/v1.1/audits? Refer {FQDN} in application/json
groupld=<value>&evntlds=<val> EndPoint section
above.
Input
# URL Type Length Mandatory Sample Description
Parameter
1. groupld String 200 Y 123-123- document envelop id/groupld for
123-123 which audit event needs to retrieve.
2. evntlds String Y Comma Events which needs to be queried.
separated
event Allowed values are mentioned in AP|
numbers Constant section.
Output

Outputl: Error

# Parameter Type Length Mandatory Sample Description
Array[]
1. errcode String 11 Y JDSH-LO-100 Error code of request. Check error

code for structure details.
2. message String 50 Y Message Message from API



Output2: Data is present

ol

10

11

12

13,

14,

15,

5.2.19 Document - Get Audit Trail File

Http

Parameter
groupld
groupName
trails

trails.userld
trails.userName

trails.identifier
trails.groupEve
ntld
trails.eventld

trails.eventDes
C

trails.event_tim
estamp
trails.documen
tld
trails.accountld

trails.authHand
leld
trails.meta

Type
Object
String
String
Object[
]

String
String

String
String
int

String

String
String
String
String

Object
{}

Length

50

30
50

320
50

100

15

50

50

50

Mandatory
Y

Y

<

Sample

11111-123-
123-123
Name of
document
NA

1728-2910-
1928-1929
1,2,3,4...

Document
Created

yyyy-mm-dd
hh:mm
12e1-12-
el2e-12e
e32e-2er-
223-e3
223-e23-e23-
e23

API takes care of downloading the audit trail pdf file.

Details

JioSign API Specification

Description

document envelop id/groupld of
selected group.
Name of group

Main group which holds list of audit
trails.

User Id who has taken the action.

If username is not there, then it
needs to be phone number of the
user.

User Email Id

Trail Id

Action value taken by user. Check
below for details.

Action value taken by user, the value
will be transformed before sending
the data to Ul.

Event Created date.

Document Id for associated file. Can
be null.

Users Account Id.

User Login Id.

Stores data related to action taken by

user, it is dynamic structure. e.g.
"ipAddress": "12.22.32.22",

"inputTxn": "dff5699a-fc96-419d-be82-

dbaed79dcObf",

"signld": "1d9b2a94-4215-43af-9e5e-e2b218af7ee8",

“s0”:”123133”,

"siglds": [
"0af438a8-7a7a-1ae6-817b-3b2d9f480005",
"0af4388a-797a-1f12-8179-93a579d10010"

]

API will validate proper access for the user, otherwise error will be returned.
Ensure valid session token is shared in header.

AP| Endpoints
URL

Method

Note Output Format
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GET https://{FQDN}/docmgmt/v1.1/document/audit/file?groupld=<val> Refer application/pdf -in
{FQDN}  case of file gets

in downloaded.
EndPoint
section application/json —
above. In case of Error.
Input
# URL Parameter Type Length  Mandatory Sample Description
1. groupld String 50 Y 1233 Selected document envelop
id/groupld.
Output
Outputl: In-case of any error or not data Scenario
# Parameter Type Length Mandatory Sample Description
Array[]
1. errcode String 11 Y JDSH-LO-100  Error code of request.
2. message String 50 Y message Message describing the reason of
failure.
Output2: Success
# Parameter Type Length Mandatory Sample Description
1. filedata binary Y NA File content for audit events for given
groupld.

5.2.20 Document — Save CallBack Url

API registers callback url for an envelop (groupld). RPs need to register a web service
(callback listener) that is available on the public internet.

RPs will be notified on this callback url for any event updates happening in the
corresponding groupld. JS will send an HTTPS GET call on the registered callback url. RPs can then
check the status api to know the group status updates.

Refer Appendix D for the sequence diagram of callback workflow.

Details
e Avalid session needs to be there for the APl consumption.
e APl returns success message along with groupld in response.
e APl will register callback url for envelop(groupid) in JioSign system.
e Document owner and document creator are allowed to register the callback url.
e Once the document has been finalized, RPs cannot register the callback url for corresponding
groupld.
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e If any participant signs or declines the document, JioSign will notify these events to RPs on the
registered callback url after which RPs can check the envelop status updates from document
status and participants status check api.

e If the registered callback url is returning an error or is not responding, JS system will retry to
notify on the registered callback url.

e Retry mechanism: If message delivery for a given envelop fails, retries will be attempted 3
times in the following sequence:

5 minutes later
15 minutes later
30 minutes

APl Endpoints

Http URL Note Output Format
Method
PUT https://{FQDN}/docmgmt/v1.1/callback Refer {FQDN} in application/json
EndPoint section
above.
Input
# RequestBody Type Length Mandator Sample Description
Parameter y
1. id String 50 Y Fmwejin- Groupld or the suiteld for which
323ncsInck2-  the callback url is being
32m3k registered.
2. type Int 2 Y 1/2 Type refers to the type of Id for
which callback url is being
registered.

type=1 is for registering callback
url for groupid (envelop id).
type=2 is for registering callback
url for suiteid (Bulk Sign

Workflow).
3. url String 500 Y https://abc.c = Callback url to be registered in
om/ JioSign system.

Make sure to provide different
url for registering different id
since RP will be notified on this
url for any changes in the
groupid/suiteid.

Output
Outputl: Error

# Parameter Type Length Mandatory Sample Description

Array[]


https://abc.com/
https://abc.com/

1. errcode String 11

2. message String 50

Output2: Success

#  Parameter Type Length
1. message String 50
2. groupld String 50

5.2.21 Document — NeSL Sign Initiate

JioSign API Specification

JDSH-LO-100  Error code of request. Check error

code for structure details.

Mandatory Sample Description

message Message from API
Success Success message from API
1234 Unique groupld for the document.

This API initiates signing request to NeSL by sending all the required data along with signing
document saved via “Document- Use template” API (Refer section 5.2.21).

API takes groupld and callback url as inputs. The reason for having callback url is if any action is
performed on that particular groupld like signing or any error encountered then callback will be

triggered to the given url.

RP’s need to register the callback url on the web service (callback listener) that is available on

the public internet.

Refer Appendix D for the sequence diagram of callback workflow.

Details

e Avalid session needs to be there for the APl consumption.
e APl returns success message along with groupld which confirms that the document signing

request has been sent to NeSL successfully.

e Request sent will then be validated at NeSL end. In case of any failures or validation errors
at NeSL end, NeSL will throw corresponding error messages which can be fetched from
“Document- get participants status’ API (Refer section 5.2.10)

AP| Endpoints
Http URL
Method

Note Output Format

POST https://{FQDN}/docmgmt/v1.1/document/nesl/sign Refer {FQDN} in application/json

Input
# RequestBody Type Length
Parameter
1. groupld String 50
2. url String 500

EndPoint section

above.
Sample Description
Fmwejin- Signing groupid
323ncsInck2-
32m3k

https://abc.c = Callback url for groupld
om/


https://abc.com/
https://abc.com/

Output
Outputl: Error
# Parameter Type
Array(]
1. errcode String
2. message String

Output2: Success

# Parameter Type
1. status String
2. groupld String

5.2.22 Document — Use Template API

Length

11

50

Length
50
50
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Mandatory Sample Description
Y JDSH-LO-100  Error code of request. Check error
code for structure details.
Y message Message from API
Mandatory Sample Description
Y Success Success message from API
Y 1234 Unique groupld for the document.

APl is used for saving document and data associated with it in JioSign system. User can use
the templates to generate multiple documents with common base and send to participants for
signing. After calling this API, new document will be created using the given template along with
participants relevant information and send, so that documents are ready to sign.

Details

e Avalid session needs to be there for the APl consumption.

e User can download API input Json from JioSign portal for required template. Downloaded json
will have all the attributes associated with the document to be sent which user needs to fill and

pass in APl request.

e APl Request will vary for every template being used.
e Response will return the groupld (document envelop id) after saving all the required data

which is sent in APl input.

e If the template consists of participants with NeSL signature method assigned, then additional
attributes associated with loan applications are mandatory in APl input.

AP| Endpoints

Http URL
Method

Note Output Format

POST https://{FQDN}/docmgmt/vl.1/template/document Refer {FQDN}in  application/json

Input

EndPoint section
above.



I

10.

11.

12.

13.

14.

15.

16.

Request Body
Parameter

templateld

documents
documents .transld

documents.document
Name

Participant-1
Participant-1.identifier
Participant-1.Full
name-1

Participant-1.Mobile-1

Participant-1.Email-1

Participant-
1.0rganization name-1

Participant-
1.Designation-1

Participant-1.Text-1

Participant-1.Image-1

loan

loan.loanno

loan. txnID

Type

String

Object(]

String

String

Object
String
String

String

String

String

String

String

String

Object

String

String

Length

50

50

200

50
300

300

300

300

300

300

30

30

Mand
atory

Y

c™M

CM

CM

CM

CM

CM

c™M

CM

CM

Sample

12312-
1233-123-
12

1123-3223-
4333-2344

Document

50
User name

123456789

XYZ Group

Manager

Text

Base64
Encoded

33xyshiun
wck
78cndjxysni
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Description

Id of the template which in taken
from JioSign UL.

Unique transld for each array
element so that as output we can
understand for which array
element groupld is this

Name of the document to be
created.

Allowed Characters:
-_.&a-zA-Z0-9 (), space

Role name as per templateld
Identifier value for participant.
Field value which has to populate
on pdf where this card placed.
Mandatory only when owner
placed the card

Field value which has to populate
on pdf where this card placed.
Mandatory only when owner
placed the card

Field value which has to populate
on pdf where this card placed.
Mandatory only when owner
placed the card

Field value which has to populate
on pdf where this card placed.
Mandatory only when owner
placed the card

Field value which has to populate
on pdf where this card placed.
Mandatory only when owner
placed the card

Field value which has to populate
on pdf where this card placed.
Mandatory only when owner
placed the card

Field value which has to populate
on pdf where this card placed.
Mandatory only when owner
placed the card

loan values if any user have NESL
sign

Debt/Contract reference number
or sanction number is mandatory.
A unique ID should be generated
for every API request. Except for


mailto:xyz@gmail.com
mailto:xyz@gmail.com

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.
27.

28.

29.

30.

31.
32.

33.

34.

loan.state

loan. estampdtls

estampdtls.firstparty

estampdtls.secondpart
y
estampdtls.stampDuty
Amount

estampdtls.considerati
onPrice
estampdtls.description
ofDocument
estampdtls.stampduty
Paidby

estampdtls.articleCode

loan.prtcptentty
prtcptentty.fulnm

prtcptentty.cntrprtycnt
nm
prtcptentty.reltocntrct

prtcptentty.cntrprtycnt
mobno
prtcptentty.emlid
prtcptentty.panno

prtcptentty.doi

prtcptentty.lglcnstn

String

Object(]

String
String

Number

Number
String

String

Number

Object(]
String

String

String

Number

String
String

Date

String

2

40

40

19

19

100

100

100

100

100

100
10

10

50

<L

yyyy-mm-
dd
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the below characters, all others are
allowed: [<>?/7{}]

This will be a list of State code
values provided by NeSL.

This section needs to be passed
only if eStamp facility is to be
availed

This is the name of the first party in
the debt agreement.

This is the name of the second
party in the debt agreement

This is the value of the stamp duty
amount of the debt agreement.
This should be greater than Rs.10/-
The total value of the
debt/contract

This is the description of the
document

This is the name of the person who
is paying the stamp duty. Ideally
this should have the name of the
first party or the second party

The article code based on the type
of the debt needs to be passed.
The list of article codes for each
state will be provided by NeSL.
Participating Details Section

This will be the name of the party
associated with the debt

This will be the name of the party
associated with the debt

Values:

e Creditor

e Debtor

e Guarantor

¢ Co-Obligant

e Beneficiary

Primary mobile number of the
party

Primary Email address of the party
First five characters should be
alphabets, next 4 characters should
be Numeric and the last character
should be alphabet.

Date of Birth of the signatory OR
date of incorporation of the
company in case of non- individual
loan

Values:

¢ Resident Individual

e Public Ltd



35.

36.
37.

38.
39.
40.
41.
42,

43,

44.

45,

46.

47.

prtcptentty.partytyp

loan.loandtls
loandtls.dtofsnctn

loandtls.emiamt
loandtls.rtofint
loandtls.snctnamt
loandtls.tenure
loandtls.ntrofcrdt

loandtls.isacctclosed

loandtls.fundtyp

loandtls.currofsanc

loandtls.crdtsubtyp

loandtls.fcltynm

String

Object
Date

Number
String
Number
String
String

String

String

String

String

String

10

19

19
10

300

LKL £L

<

yyyy-mm-
dd
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e Private Ltd

o LLP

e Proprietorship

e Partnership

e Entity Created by Statute
e Trust

e HUF

e Co-op Society
 Association of Persons
e Government

e Self Help Group

¢ Non-Resident

e Foreign Company
Values

e Indian Entity

e Resident Individual

e Foreign Entity

* NRI/Foreign Individual

date of sanction of the debt

Instalment amount value
Rate of interest

sanction amount

tenure of the deb

Type of debt-

Values: Financial

Values

* Yes

* No

e Assigned

Values

e Funded

¢ Non-fund

Sanction Currency

Values: INR

Values

e Credit Facility

® Propertybuyer

e NPL

e GRNT

e MFNL

e GOLD

e AGRL

e JLGL

e SHGL

Free text of product name as
known to debtor to facilitate ease
of recognition by concerned party
during authentication



Output
Outputl: Error
# Parameter Type
Array(]
3. errcode String
4. message String

Output2: Success

# Parameter Type
3. transld String
4. groupld String

Length

11

50

Length
50
50
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Mandatory Sample Description
Y JDSH-LO-100  Error code of request. Check error
code for structure details.
Y message Message from API
Mandatory Sample Description
Y Success Success message from API
Y 1234 Unique groupld for the document.

For More Details Information about loan details refer NESL Documentation:

https://nesl.co.in/wp-content/uploads/2022/10/DDE Restful Entity APl 1.6.4.pdf

5.2.23 Document- Hard Delete Documents

APl accepts the date range and the grouplds from the user for hard deletion and hard deletes the
documents once user hits the request. Also user can pass blank date range and type to delete all the
documents from the account based on type.

Once the request is sent, documents will be soft deleted first and later after 30 days those will be
hard deleted and will be completely removed from JioSign system.

5.2.22.1 Details

e Avalid session needs to be there for APl consumption.

e APl returns success message along with processed as well as unprocessed grouplds in

response.

e Inrequest user can pass date range and list of grouplds for hard deletion. Also deletion
based on only type is supported, in which user can pass empty date range along with type to
delete all the documents from the account.

e Any of the request parameters is mandatory, either user can pass date range or can pass list
of grouplds for deletion or can pass both parameters in the request or date range should be

empty with valid type.

e In backend, Api will soft delete the documents. After 30 days scheduler will hard delete the

documents.

e Inrequest, api supports three types of status:

Type -1 -> draft


https://nesl.co.in/wp-content/uploads/2022/10/DDE_Restful_Entity_API_1.6.4.pdf
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Type -2 -> Signed
Type -3 -> draft and signed both
Any of the above types need to be passed along with date range.
e For more info, please refer request & response structure of the API.

5.2.22.2 APl Endpoints

Http URL Note Output Format
Method
POST https://{FQDN}/docmgmt/vl.1/document/group/harddelete Refer {FQDN}in application/json
EndPoint

section above.

5.2.22.3 Input
# Request Body Type Leng Mandato Sample Description
Parameter th ry
1. dataToDelete Object Object that consists of
different filters by which
documents can be hard
deleted
2. dataToDelete.date  String 10 CM yyyy-mm-dd Starting date for deletion
From of documents
3. dataToDelete.date  String 10 CM yyyy-mm-dd End date for deletion of
To documents
4. dataToDelete.type Int 1 CM 3 Type of the documents to
be deleted:
1- draft documents
2- Signed documents
3- draft and signed both
5. grouplds String(] C™M [ List of grouplds to be hard
"c0a83e9e- deleted
8fb4-1a5c-818f-
b985add5001c",
"c0a83e9e-
8f5b-1f5¢-818f-
5be8dc47005b",
"c0a83e9e-
8fb4-1a5c-818f-
b9d55a570044"

]

5.2.22.4 Output

Outputl: Error
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# Parameter Type Length Mandatory Sample Description
Array(]
5. errcode String 11 Y RPHD-003 Error code of request. Check error

code for structure details.

6. message String 50 Y message Message from API

Output2: Success

# Parameter Type Length Mandatory Sample Description
1. successGrouplds Object Details of
successfully
deleted
documents
2. successGrouplds. String|[] Y grouplds”: [ List of grouplds
grouplds “c0b45239-90e8-19b1-  that have been
8190-fd6e4a960500” deleted
] successfully
3. successGrouplds. count Int NA Y 10 Count of
documents
deleted
successfully
4. unprocessedGrouplds  Object NA Y Details of
documents that
failed to delete

5. unprocessedGrouplds.  Object Y "grouplds": { List of grouplds
grouplds "c0a83e9e-8f9a-1e93- that failed to
818f-aa8c562b024d": delete along
"groupld not present in with the reason
db" for deletion
} failure.
6. unprocessedGrouplds. Int NA Y 10 Count of
count documents
which failed to
delete.

5.2.22.5 Request and response of the APl along with description
Sample Request 1:

{
"dataToDelete": {

"dateFrom": "2024-05-10",

"dateTo": "2024-06-07",

"type": 1

by

"groupIds":["c0a83e9e-8fb4-1a5c-818f-b985add5001c", "c0a83e9e-8f5b-1£5c-818f-

5be8dc47005b", "c0aB83e9e-8fb4-1a5c-818f-b9d55a570044", "giusgfoufuisgifsg","c0a83e%e-
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8f9%9a-1e93-818f-aa8c562b024d", "c0a83e9e-8fb4-1a5c-818f-bde0840200cb", "c0a83e9e-8f5b-
1£f5¢c-818f-5bcb3638003c","c0a83e9%9e-8f5b-1f5c-818f-5bb84ae70011","c0a83e9e-8fb4d-1labc—
818f-beebd825012e","c0a83e9%9e-8fb4-1a5c-818f-c3addeb60152"

Sample request 2:

{
"dataToDelete": {

"dateFrom": "2024-06-11",
"dateTo": "2024-06-18",
"type": 3

by
"groupIds":null

}

Sample request 3:

{

"dataToDelete":null,
"groupIds":["c0a84d14-900a-1cd7-8190-10£8bab60148","c0a84d14-900a-1cd7-8190-
2c6812a9054d","c0a84d14-900a-1cd7-8190-2ed89£9305ad"]

}

Sample request 4:

{

"dataToDelete": {
"dateFrom": "",
"dateTo": ""’
"type": 3

I
"groupIds":null

}

Response :

{

"successGroupIds": {

"groupIds":

[
"c0b44d17-9103-1064-8191-20f7d56c06f06",
"c0b44d17-9103-1064-8191-2288aaac0778",
"c0b44d17-9103-1064-8191-221bfdb50763",
"c0b44d17-9103-1064-8191-228919cc0779"

1,

"count": 4
by
"unprocessedGroupIds": {
"groupIds": {
"c0aB83e9%9e-8f9%a-1e93-818f-aa8c562b024d": "groupIld not present in db",
"c0a83e9e-8f5b-1£5c-818f-5bb84ae70011": "groupld not present in db",
"c0a83e9e-8fb4-1a5c-818f-c3addeb60152": "groupld not present in db",
"c0a83e9e-8fb4-1a5c-818f-bde0840200cb": "groupld not present in db",
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"c0a83e9e-8fb4-1a5c-818f-b985add5001c": "groupld not present in db",

"c0a83e9e-8fb4-1a5c-818f-b9d55a570044": "groupld not present in db",
"c0a83e9e-8£f5b-1£5c-818f-5be8dc47005b": "groupld not present in db",
"c0a83e9e-8fb4-1a5c-818f-beebd4825012e": "groupld not present in db",

"c0a83e9e-8f5b-1£5c-818f-5bcb3638003c": "groupld not present in db"
by

"count": 10
}
}

Description:

Request : In above request “dateFrom” is the starting date of the deletion request. “dateTo” is end
date for the deletion range. Type is one which decides the type of the document.

Supported types are:

Type -1 -> draft
Type -2 -> Signed
Type -3 -> draft and signed both

grouplds is second field in the request. This the array of the groupld which are requested for the
deletion. User can pass the grouplds for the deletion and api will delete the grouplds from the
database.

Also blank date range along with type are allowed for the deletion which will delete all the
documents from the account based on type. Check sample request 4 above for reference.

Response:

Response consists of the processed as well as unprocessed grouplds. In success grouplds all group
ids which are successfully deleted from database are shown along with count.

In unprocessed grouplds, all grouplds are shown along with possible reason for deletion failure along
with count.

5.3 Error Code and Description
Check the JioSign Error codes.pdf file shared.

Error Codes are divided into two sections.

Sectionl = Gateway Errors: These errors will be returned while consuming system has issues
between their system and Gateway layer.

e Expired token / wrong credential / Missing mandatory parameters.

Section2 > JioSign API Errors: These errors will be returned during the Document
Management or Session Management APl consumptions. Few examples of these error are:
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o Refreshing expired token
e Missing out mandatory APl input parameters
e Consuming JioSign API with invalid/expired token
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5.4  Appendix

5.4.1 Appendix A
PDF Page Coordinates (page size, placement, etc.)

Important Note: This information’s are only for reference. These portals and document are
not managed by JioSign Team. Also, RPs need to consider scenarios for different page size, and
different rotations (horizontal/vertical) of pdf files. If the PDF structure is dynamic, then identifying
coordinate statically as shown below will not be helpful. RPs need to handle this scenario
programmatically.

Reference 1:
Identifying coordinates using PDF Box jar tool. Apache PDFBox PDFDebugger 3.0.* displays
PDF coordinates in the status bar.

Download it from here: https://pdfbox.apache.org/download.cgi

Download the pdfbox-app-3.0.*.jar available under command line tools on above link.
Then run the below command with the required file. “java -jar pdfbox-app-3.0.0-alpha3.jar debug
"Doc2.pdf"”.

You would be able to see the coordinates in footer section by hovering the mouse on
pdf page. You can select a particular page from left hand side and corresponding page will be
displayed on right.

Note: pdf box displays coordinates from lower left of the page so if you want to
extract some text using these coordinates you need to subtract the y axis from the total
height and then use it. In case of below example, you will have to use x:47 y:(841.92-486)
=355.92

4] PDF Debugger - Doc2pdf
File Edit View
Root/PagesKids|[]

5 Doczpdf

. Page 1
@) Contents: (2) [40R]
(-4 Group: (3) [T:Group
2] ] MediaBox: (4
{oi-sa0:0

Put your mouse
pointer here, and
check x &y in footer
section.

xandy
coordinates are
shown here

X1 423, y: 486

Reference 2:
URL: https://www.pdfscripting.com/public/PDF-Page-Coordinates.cfm
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Reference 3:
URL: https://www.verypdf.com/wordpress/201308/how-to-get-the-x-and-y-coordinates-of-
a-point-in-a-pdf%EF%BC%9F-38274.html

Reference 4:
URL: https://coderwall.com/p/3h8nog/view-real-time-pdf-coordinates

Reference 5:
URL: http://www.quickpdflibrary.com/faq/display-x-and-y-coordinates-in-adobe-reader.php

5.4.2 Appendix B
This section talks about how to create Self signed certificate. This information’s are only for
reference.

Note: Self Signed Certificate is not recommended for Production System. For production RPs
should procure Authorized CA signed certificate.

Reference 1:
Creating Certificate using openssl. The value used in below command is for reference only,
should be changed based on RPs.

Follow below steps to create a Self Signed Certificate.

e Create a new file rpname.cnf, with below content. Here we are defining details to be used in
certificate.

[req]

default_bits = 2048
prompt = no

encrypt_key = no
default_md = sha256
distinguished_name = dn
req_extensions = req_ext
[dn]

CN = www.company.com
emailAddress = yourmailid
0 = MyCompany

OU = MyDivision

L = SomeCity
ST = MH

C = IN
[req_ext]

subjectAltName = @alt_names
[alt_names]

DNS.1 = www.company.net
DNS.2 = company.com

DNS. 3 company.net

e Execute the below command for creating self-signed certificate using data from above file.

Create Public and Private certificate run below command

openssl req -x509 -nodes -days 730 -newkey rsa:2048 -keyout key.pem -out public_cert.pem
-config rpname.cnf
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Verify Public certificate run below command

openssl x509 -in public_cert.pem -noout -text

key.pem - This is the private key which needs to be kept secret and should not be shared
with anyone.

public_cert.pem - This is the public certificate which needs to be shared with JioSign
Team.

730 - validity in days, can be decided by RPs

Reference 2:
Creating Self Signed Certificate in Windows use following guide present in URL.

https://medium.com/the-new-control-plane/generating-self-signed-certificates-on-
windows-7812a600c2d8

5.4.3 Appendix C
Finding Image size, format and dimensions.

1) Right click on the image and click on properties as should below.
Edit
Print

Rotate right
Rotate left

Cast to Device )
T7-Zip
CRC 5HA >
Edit with Motepad++

Share

A

b £

[

Scan with Apex One
Open with >

Give access to )
@ WinMerge

Restore previous versions

Send to )

Cut
Copy

Create shortcut
Delete

Rename

Properties
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2) The image format and size will be mentioned as shown below.

= final sign Properties X

General Securty Details Previous Versions

Izl |ﬁnal sign
Type of file: .JI:'E!IE:JJEQI_ h

Opens with: Windows Photo Viewer Change...

Location: C:\Usersprachil jainDownloads

Size: 11.0 KB {11,311 bytes)
Size on disk:  12.0 KB (12,288

N
Created: 13 September 2022, 13:51:11 :

Modffied: 13 September 2022, 13:51:12
Accessed: 15 September 2022, 16:41:26

Attributes: []Readonty [ ]Hidden Advanced...

Security: This file came from anather
computer and might be blocked to [ Unblock
help protect this computer.

Cancel ponty | |
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3) Click on the details tab to view the image dimensions.

= final sign Properties

General  Security Details

Previous \Versions

X

Property Value 2
Comments

Crigin
Authors

Date taken 12-05-2022 16:47

Program name

Date acquired
Copyright

Image

Image 1D

Dimensions 200 x 266
Width 200 pixels

Height 266 pinels

Horzontal resolution 96 dpi
Vertical resolution 96 dpi

Bit depth 24
Compression

Resolution unit
Cnlnr rarnrco crd otine e

Bemove Properties and Personal Information
Cancel Apply

5.4.4 Appendix D

Sequence Diagram of callback workflow.
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RF Clinet JioSlgn System
i H
r 1.Create Envelop API >
response
{ _________________________________________________________________________
2.Save Data API
response "
{ ________________________________________________________________________
3.Create Callback API o
response
{ ________________________________________________________________________
4. Sign'Decline Workflow API .
- 5. Motiffication on callback url
response
_______________________________________________________________________ =

5.4.5 Appendix E
Sequence Diagram of Bulk DSC Sign workflow.
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R Svstem

Generate action-token

1 I
| I
1 I
L It will initiate OTP request(For first time signer using DSC) P: :
I 1 I
I Submit the OTF and keep poliing | I
™ 1 I
I 1 I
L Retumn action-token after OTF verification . » I
I 1 I
P [T ssar aiready aign Uzing O SC fokan then IE will directly return & sciion tokan] T T
1 I
s L s
I 1 I
| Return action-token{If signer is already register to our system) | |
ettt ittt ettt dl I
L (Get the Eligible groupld's for Signatory(Optional) Jl :
I I [
I Groupld's Of signatory send by respective RP's(Opticnal) o I
I =1 I
L Jiosigner Version Request JI :
I I I
| Jiosigner Version Response | |
 Eunttt ettt g [
I | I
I L Action = 1: SIGH_INITIALISE request
I ] "l
I | Action=2 - SIGN_INITIALISE_RESPONSE I
[ o2 il 1
I | I
| | Action = 3: SIGN_FKEY requast N
I | I
[ | Select Cert and dick Sign [
I Fommmmmmmmmm oo T T e >
I 1 I
| | Action=4 : SIGN_PKEY Response |
[ (ool
critical [Below atapa nesds to be In & loop for Bulk elgn] i I’
1 | 1
| | |
[ Sign AFI | for hash) | I
I 1 I
I | I
lq Sign APl with polling{Requesting for document hash) 1 I
| | |
[ Return Hash to Ul | [
ittt il gl [
| | |
I | Action = 5: SIGN_DOCUMENT request with hash ol
[ ] "
: :4_ Action=8 ‘SIGN_DOCUMENT Respanse(Signed Hash) _:
I | I
|, Sign AF1 { Reguesting for document signing by sending the signed hash to jiosign backend) | |
" I I
:‘ Sign AP with polling(Requesting for document Signing) _‘I :
I | I
| Document Sign completed or failed .| |
5 | I
: I Action = : close jicsigner =J'
I | I
I | Action=10: If any error message oceurs it will return back response |
I [ 1
[ 1 [

5.4.6 Feedback : Captcha verification API
This APl is used to verify whether user has entered correct captcha code or not while feedback form
submission.

#

1.

APl Endpoints

Http URL
Method

GET https://{FQDN}/loginapi / jiosignfeedback/v1.0/captcha/verify Example :

Input
URL
Parameter
transNo

Note

https://jiosign.com

(PROD)

Type Length Mandatory Sample

String 44 Y
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Output Format

Success or error
message in array

format

pTtmcG5Pe2373JtjQtDCCqShgOMUIMulsIQWoAby+vU=

Description

TransNo is
unique for
every


https://jiosign.com/
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transaction

of captcha
2. code String 4 Y 1233 Specifies
unique
captcha.
Output
"message": "Invalid Captcha. " "errcode": "JSJF-FD-005",
OR
"message": "Captcha verified successfully."
# Parameter Type Length Mandatory Sample Description
1. errcode String 11 Y JSJF-FD-005 Error code of request.
2. message String 50 Y Message Message describing the reason of

failure.

5.4.7 Appendix F

Callback based redirection after successful signing and declining.

Callback URL format:
{{JioSignBaseurl}}/invitation/{{RandomUUid}}?callback={{Source_Application_URL}}

Example:

https://jiosign.com/invitation/YWJ6SXVEc2RoSkhoNGd3bzNHWE1YUU9XTEpzPQ?callback=reliancejewels
.snghostz5.de/

How to get RandomUUID?

Need to hit Document -Get Participants Status API. In the response, you'll find the RandomUUID value.
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